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e d u c ati o n. I w o ul d als o li k e t o t h a n k m y c o m mitt e e m e m b ers Pr of ess or C o o p er, Pr of ess or 

E mri c k, a n d Dr. G o g oli n f or t h eir g ui d a n c e a n d s u p p ort. 
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8 E N D - U S E R: S E C U RI T Y O R C O N V E NI E N C E 

A bstr a ct 

T h e r es e ar c h will s h o w t h e li k eli h o o d of e n d- us ers k e e pi n g e m pl o y er or p ers o n al d at a 

s af e. T his r es e ar c h is s h o w n i n a fl as h dri v e dr o p e x p eri m e nt w h er e 2 0 U S B fl as h dri v es 

ar e dr o p p e d i n hi g h tr affi c k e d p u bli c ar e as t o s e e if e n d- us ers w o ul d, first, pi c k u p t h e 

fl as h dri v es, a n d pl u g t h e m i nt o t h eir c o m p ut ers a n d o p e n t h e fil es i nsi d e. T h e r es ults of 

t h e e x p eri m e nt pr o v e e n d- us ers ar e s us c e pti bl e t o a s o ci al e n gi n e eri n g t a cti c as si m pl e as 

pi c ki n g u p c orr u pt e d fl as h dri v es. Wit h 4 5 % of t h e fl as h dri v es dr o p p e d i n t h e 

e x p eri m e nt pl u g g e d i nt o a c o m p ut er, e n d - us ers ar e m or e t h a n li k el y t o l e a v e d at a at ris k. 



    
	
	

 

     

  

   

  

 

   

  

  

     

 

 

  

 

   

  

  

     

9 E N D - U S E R: S E C U RI T Y O R C O N V E NI E N C E 

C h a pt e r 1 

I n t h e 2 1st c e nt ur y, t e c h n ol o g y is us e d i n al m ost all as p e cts of o ur li v es. T e c h n ol o g y is 

r eli e d o n d ail y a n d h as b e g u n t o i m p a ct si m pl e h u m a n t as ks. F or e x a m pl e, t e c h n ol o g y is us e d t o 

tr a c k o ur m o v e m e nts, r e c or d o ur sl e e p p att er ns, al ert us w h e n o ur l a u n dr y is d o n e, or e v e n t ell us 

w h e n o ur fri d g e is o ut of mil k. W e us e d e vi c es s u c h as A m a z o n’s Al e x a t o s e e w h at t h e w e at h er 

c o n diti o ns ar e, or t o pl a y m usi c. O n t o p of all t h at, w e us e t e c h n ol o g y t o st or e d at a. T h e d at a 

st or e d c a n r a n g e fr o m tr a c ki n g h o w m a n y st e ps a p ers o n w al ks a d a y all t h e w a y t o a cri mi n al 

d at a b as e h ol di n g all i nf or m ati o n o n p ast a n d pr es e nt cri mi n als. T h e c o n v e ni e n c e of t e c h n ol o g y 

c o m es wit h t h e i n c o n v e ni e n c e of s e c urit y. A c c or di n g t o H arris ( 2 0 1 3), e n d- us er s h a v e b e e n 

k n o w n t o a c ci d e nt all y f orf eit i nf or m ati o n o v er t o a t hir d p art y. T his a c ci d e nt al dis cl os ur e of 

i nf or m ati o n c a n b e d o n e i n s e v er al w a ys, s u c h as e x pl oiti n g t h e e n d- us er usi n g s o ci al 

e n gi n e eri n g t e c h ni q u es.   

I nt r o d u cti o n t o t h e p r o bl e m 

A c c or di n g t o Z a d el h off ( 2 0 1 6), t h e bi g g est t hr e at t o a b usi n ess or or g a ni z ati o n is t h e 

e m pl o y e es. I n t o d a y’s w orl d, b usi n ess es a n d or g a ni z ati o ns t hri v e o n usi n g t e c h n ol o g y. 

T e c h n ol o g y i n a b usi n ess s etti n g is us e d f or all as p e cts of b usi n ess: d at a b as es f or fili n g 

i nf or m ati o n, c o m m u ni c ati o n, d esi g n, s ur v eill a n c e, tr a ns a cti o ns, a n d r e p orti n g. Wit h t h e us e of 

t e c h n ol o g y c o m es s e c urit y. It is virt u all y i m p ossi bl e t o pr ot e ct all as p e cts of t e c h n ol o g y us e d. 

U nf ort u n at el y, t h e bi g g est s e c urit y v ul n er a bilit y is e m pl o y e es b ei n g u n a w ar e vi cti ms t o s o ci al 

e n gi n e eri n g att a c ks ( H arris, 2 0 1 3). 

T h e pr o bl e m at h a n d is m a ki n g s ur e e n d- us ers, or e m pl o y e es, d o n ot l e a v e t h eir 

e m pl o y ers v ul n er a bl e t o a n att a c k. A c c or di n g t o Gri m es ( 2 0 1 7), s o ci al e n gi n e eri n g is o n t h e ris e 



    
	
	

  

  

 

  

         

 

 

 

  

 

 

 

 

 

 

    

    

1 0 E N D - U S E R: S E C U RI T Y O R C O N V E NI E N C E 

wit h att a c k ers e x pl oiti n g e m pl o y e es t o st e al i nf or m ati o n fr o m e m pl o y ers. T h es e s o ci al 

e n gi n e er e d e x pl oits c o m e i n v ari o us f or ms. P his hi n g s c a ms s e nt as a n e m ail ar e a p o p ul ar e x pl oit 

us e d t o s pr e a d vir us o nt o t h e vi cti m’s c o m p ut er. A n ot h er e x pl oit t h at is g ai n i n g p o p ul arit y is 

h a vi n g vi cti ms pi c ki n g u p f o u n d h ar d w ar e, s u c h as U S B fl as h dri v es. T h e U S B fl as h dri v es c a n 

b e ri d dl e d wit h m ali ci o us c o d e j ust w aiti n g f or a n e n d- us er t o pl u g t h e d e vi c e i nt o a d e vi c e. O n c e 

t h e vi cti m c o n n e cts t h e h ar d w ar e t o a c o m p ut er t h e m ali ci o us c o d e b e gi ns t o i nf e ct t h e vi cti m’s 

c o m p ut er wit h o ut t h eir k n o wl e d g e. 

B a c k g r o u n d of t h e St u d y 

U nf ort u n at el y, att a c k ers t o d a y h a v e m a n y m et h o ds w h e n it c o m es t o e x pl oiti n g a s yst e m. 

A c c or di n g t o H arris ( 2 0 1 3), b usi n ess es h a v e t o b e s e c urit y c o ns ci o us of n et w or ks, s oft w ar e, a n d 

e n vir o n m e nt al as p e cts of t h e c o m p a n y. I n a d diti o n t o t h es e f a ct ors, a n d all t h e c o m p o n e nts 

att a c h e d, b usi n ess es n e e d t o als o w orr y a b o ut t h eir e m pl o y e es, or e n d- us ers. 

A c c or di n g t o “ U nit e d St at es: Fi n d a Fl as h Dri v e ” ( 2 0 1 5), 1 o ut of 5 A m eri c a ns is li k el y 

t o pi c k u p a f o u n d fl as h dri v e a n d i ns ert t h e dri v e i nt o t h eir c o m p ut er. T his t y p e of b e h a vi or c a n 

l e a v e t h e p ers o n, or c o m p a n y, at ris k t o a n att a c k wit h o ut a n y k n o wl e d g e t h at t h e fl as h dri v e w as 

m ali ci o us. W h at m a k es a U S B fl as h dri v e t h e p erf e ct Tr oj a n h ors e is t h e c o m p a ct si z e of t h e 

d e vi c e al o n g wit h t h e a m o u nt of st or a g e t h e d e vi c e c a n h ol d. I n a d diti o n t o t his, U S B fl as h dri v es 

ar e c h e a p a n d e v er y o n e o w ns at l e ast o n e. A c c or di n g t o B er k m a n ( 2 0 1 2), o v er 3 billi o n U S B 

d e vi c es ar e s ol d a n n u all y. Fl as h dri v es m a k e u p a l ar g e n u m b er of t h es e s al es. 

U S B fl as h dri v es ar e gi v e n a w a y at e v e nts f or fr e e wit h c o m p a n y l o g os o n t h e m. E n d-

us ers us e t h e fl as h dri v es f or st ori n g a n d tr a ns p orti n g i nf or m ati o n. T his m a k es t h e m t h e p erf e ct 

t ar g et f or e x pl oiti n g a s yst e m. T h e st u d y will d e d u c e w h et h er or n ot e n d- us ers ar e li k el y t o cli c k 



    
	
	

 

  

  

     

   

      

 

       

 

 

     

 

    

 

  

 

 

       

 

  

    

1 1 E N D - U S E R: S E C U RI T Y O R C O N V E NI E N C E 

o n fil es f o u n d o n a n u n k n o w n U S B fl as h dri v e. Si mil ar st u di es h a v e f o u n d e n d- us er s ar e li k el y t o 

pi c k u p t h e U S B fl as h dri v e, b ut als o pl u g t h e d e vi c e i nt o t h eir c o m p ut ers. 

T h e P u r p os e of t h e St u d y 

T h e p ur p os e of t h e st u d y is t o s e e h o w s e c ur e e n d- us ers ar e wit h p ers o n al a n d c or p or at e 

i nf or m ati o n. C y b er att a c ks c a n c o m e i n all s h a p es a n d si z es, b ut t his st u d y f o c us es o n t h e 

li k eli h o o d of a n e n d- us er pl u g gi n g a U S B fl as h dri v e i nt o a c o m p ut er a n d cli c ki n g o n t h e fil es. If 

a n e n d- us er pi c ks u p t h e u n k n o w n U S B fl as h dri v e, pl u gs t h e dri v e i nt o his or h er c o m p ut er, a n d 

o p e ns t h e fil es i nsi d e, t h e e n d- us er will d e m o nstr at e w h et h er t h e e n d- us er c a n k e e p d at a s e c ur e or 

n ot. 

R ati o n al e 

T h e r ati o n al e of t h e st u d y is t o d et er mi n e if e n d- us er s ar e m or e or l ess s us c e pti bl e t o 

s o ci al e n gi n e eri n g t e c h ni q u es a n d h o w s e c ur e t h e y ar e wit h p ers o n al a n d c or p or at e i nf or m ati o n. 

I n t his st u d y, I will d e pl o y u n k n o w n U S B fl as h dri v es. T h e g o al of t h e st u d y is t o h el p e d u c at e 

e n d- us ers wit h s e c urit y a w ar e n ess. T his will b e d o n e b y usi n g t h e d at a c oll e ct e d fr o m t h e U S B 

fl as h dri v e dr o p e x p eri m e nt, al o n g wit h a s ur v e y, t o s e e if e n d- us ers f all f or s o ci al e n gi n e eri n g 

t a cti cs. T h e e n d g a m e is t o h el p e n d- us ers k e e p i nf or m ati o n s e c ur e b y b ei n g a w ar e of t a cti cs t h e y 

m a y or m a y n ot b e a w ar e of. 

P r o bl e m St at e m e nt 

H o w s e c ur e ar e e n d- us ers wit h d at a ? T his q u esti o n will b e m e as ur e d i n t w o w a ys. T h e 

first w a y is b y d oi n g a U S B fl as h dri v e dr o p e x p eri m e nt t o s e e t h e li k eli h o o d of e n d- us er s 

pl u g gi n g a n “ u n k n o w n fl as h dri v e ” i nt o t h eir c o m p ut er a n d o p e ni n g t h e fil es. T h e s e c o n d w a y of 

m e as ur e m e nt will b e d o n e t hr o u g h a b asi c e n d- us er s e c urit y s ur v e y. 
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Si g nifi c a n c e of t h e St u d y 

T h e si g nifi c a n c e of t h e st u d y is t o h el p e d u c at e e n d- us ers fr o m b ei n g e x pl oit e d b y 

att a c k ers. T h e o ut c o m e of t h e e x p eri m e nt a n d s ur v e y will m e as ur e h o w f ar e n d- us ers ar e willi n g 

t o dis m a ntl e t h eir s e c urit y ?. T h e st u d y c a n h el p pr of essi o n als e d u c at e st aff m e m b ers o n n e w 

t a cti cs t h at c a n l e a v e e m pl o y e es e x p os e d. 

D efi niti o ns of T e r ms 

U S B - U ni v ers al S eri es B us 

Tr oj a n H ors e-  Hi di n g a vir us i n s o m et hi n g y o u w o ul d n ot e x p e ct a vir us t o b e i n. 

H T M L -  H y p ert e xt M ar k u p L a n g u a g e 

M al w ar e- S oft w ar e i nt e n d e d t o h ar m a c o m p ut er. 

Vir us- m al w ar e t h at m o difi es c o m p ut er c o d e. 

R a ns o m w ar e-  H ol di n g i nf or m ati o n h ost a g e u ntil a s u m of m o n e y is p ai d t o a c c ess t h e 

d e ci p h er k e y. 

K e y L o g g er- Pr o gr a m t h at r e c or ds all k e ystr o k es o n a c o m p ut er. 

G B/ M B-  Gi g a b yt e/ m e g a b yt e. 

CI A Tri a d- c o nfi d e nti alit y, i nt e grit y, a n d a v ail a bilit y. St a n d ar ds f or c y b er s e c urit y. 

S o ci al E n gi n e eri n g-  Usi n g a n d m a ni p ul ati n g p e o pl e t o g ai n pri v at e i nf or m ati o n. 

W or m- t y p e of m al w ar e t h at d u pli c at es a n d i nf e cts all a v ail a bl e c o m p ut ers 
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Ass u m pti o ns a n d Li mit ati o ns 

T h er e ar e s e v er al ass u m pti o ns f or t h e U S B fl as h dri v e dr o p e x p eri m e nt. T h e first 

ass u m pti o n is t h at all 2 0 U S B fl as h dri v es w or k a c c or di n gl y. All U S B fl as h dri v es w er e t est e d 

b ef or e b ei n g pl a c e d i n t h e fi el d. S e c o n d ass u m pti o n is t h at s u bj e cts w h o pi c k e d u p t h e u n k n o w n 

U S B fl as h dri v es h a d a c o m p ut er wit h I nt er n et a c c ess. T h e fi n al ass u m pti o n a n d ulti m a t e 

ass u m pti o n, is t h at s o m e o n e w o ul d pi c k u p t h e U S B fl as h dri v e at t h e v er y l e ast. 

T h er e ar e s e v er al li mit ati o ns f or t h e U S B fl as h dri v e dr o p e x p eri m e nt. T h e first b ei n g t h e 

a ut or u n s cri pt o nl y w or ki n g o n t h e wi n d o ws o p er ati n g s yst e m wit h G o o gl e c hr o m e or M o zill a 

Fir ef o x d o w nl o a d e d o n t h e c o m p ut er. T h e s e c o n d li mit ati o n i n t h e U S B fl as h dri v e e x p eri m e nt is 

t h e w e at h er. Si n c e t h e fl as h dri v es w er e l eft o utsi d e t h e w e at h er c o ul d pl a y a r ol e i n w h y t h e 

d e vi c es w er e n ot us e d. I n a d diti o n t o t h e w e at h er, v e hi cl es ar e als o s e e n as a li mit ati o n. B e c a us e 

t h e U S B fl as h dri v es w er e l eft i n cr o w d e d p ar ki n g l ots, t h er e is t h e p ossi bilit y v e hi cl es c o ul d 

h a v e d a m a g e d or d estr o y e d t h e d e vi c es. T h e l ast li mit ati o n t o t h e U S B fl as h dri v e e x p eri m e nt 

w o ul d b e t h at n o i n di vi d u als pi c k e d u p t h e U S B fl as h dri v e. 

T h e ass u m pti o n t h at all i n di vi d u als s ur v e y e d c a n r e a d a n d writ e i n E n glis h at or a b o v e a 

5t h gr a d e r e a di n g l e v el wit h t h e a bilit y t o c o m pr e h e n d w h at h e or s h e is b ei n g as k e d. 

T h e li mit ati o n f or t h e s ur v e y p orti o n is n arr o w e d d o w n t o 3 1 p e o pl e. T h e i n di vi d u als 

s ur v e y e d ar e a n o n y m o us. 

C h a pt e r 2 

Wit h t e c h n ol o g y b ei n g s o pr e v al e nt i n o ur li v es, i nf or m ati o n s e c urit y pr of essi o n als h a v e 

a h ar d er ti m e s e c uri n g i nf or m ati o n. Wit h t e c h n ol o g y b ei n g s u c h a bi g p art of o ur li v es, 

e m pl o y e es ar e bri n gi n g t h eir o w n d e vi c es t o w or k s u c h as c o m p ut ers, t a bl ets, a n d p h o n es. T h es e 
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d e vi c es all h a v e t h e c a p a bilit y of c o n n e cti n g t o t h e c o m p a n y n et w or k, w hi c h c a n c a us e h ar m t o a 

b usi n ess or or g a ni z ati o n. All of t h es e d e vi c es c o n n e ct e d t o t h e n et w or k l e a v e “ m or e ris k a n d a 

hi g h er pr o b a bilit y of a n att a c k er c a usi n g m a y h e m fr o m wit hi n a n or g a ni z ati o n t h a n fr o m o utsi d e 

it ” ( H arris, 2 0 1 3, p. 2 6 8). 

CI A T ri a d 

A n i nf or m ati o n s e c urit y pr of essi o n al h as t hr e e m aj or g o als: c o nfi d e nti alit y, i nt e grit y, a n d 

a v ail a bilit y ( CI A tri a d). T h es e t hr e e g o als ar e criti c al i n pr ot e cti n g ass ets ( H arris, 2 0 1 3). T h e 

m or e pr e v al e nt t e c h n ol o g y b e c o m es i n o ur d ail y li v es, a n d t h e m or e w e d e p e n d o n t e c h n ol o g y 

f or d ail y f u n cti o ns, t h e m or e s e c urit y c o ns ci o us us ers n e e d t o b e c o m e. Wit h att a c k ers fi n di n g 

m or e cr e ati v e w a ys t o t ar g et vi cti ms, i nf or m ati o n s e c urit y pr of essi o n als n e e d t o b e o n hi g h al ert. 

All of t h e c o u nt er m e as ur es i n t h e w orl d will n ot h el p if e m pl o y e es ar e n o t e d u c at e d o n c y b er 

s e c urit y m e as ur es. 

S o ci al E n gi n e e ri n g 

S o ci al e n gi n e eri n g h as al w a ys b e e n a w a y f or att a c k ers t o g et i nf or m ati o n o ut of vi cti ms. 

A c c or di n g t o Ci a m p a ( 2 0 1 3) s o ci al e n gi n e eri n g c a n st e m fr o m s h o ul d er s urfi n g, l o o ki n g o v er 

s h o ul d ers f or p ass w or ds, all t h e w a y t o cr e ati n g a n d i m pl e m e nti n g c o m pl e x pl a ns t o st e al 

e m pl o y e e cr e d e nti als. Eit h er w a y att a c k ers pr e y o n vi cti ms t o g et i nf or m ati o n t h e y n e e d. 

A p o p ul ar s o ci al e n gi n e eri n g t a cti c is p his hi n g. A c c or di n g t o H o n g ( 2 0 1 2), p his hi n g is 

w h e n a n att a c k er l ur es a n i n di vi d u al i nt o gi vi n g u p i nf or m ati o n. T his c a n b e d o n e b y s p o ofi n g a n 

e m ail a d dr ess t o c o nf us e t h e vi cti m of w h o t h e y ar e t al ki n g t o or b y e m b e d di n g m al w ar e i nt o a n 

e m ail t h at i nf e cts t h e vi cti m’s c o m p ut er. R e g ar dl ess, t h e vi cti m gi v es t h e att a c k er t h e 

i nf or m ati o n h e or s h e n e e ds. T his t y p e of att a c k is a p o p ul ar t a cti c f or t ar g eti n g a l ar g e -s c al e 
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p o p ul ati o n. A c c or di n g t o H arris ( 2 0 1 3), p his hi n g att a c ks s pi k e d i n t h e e arl y 2 0 0 0’s b ut h a v e 

b e e n ar o u n d si n c e t h e e arl y 9 0’s. I n t h e p ast, us ers w o ul d  f all vi cti m t o t h es e att a c ks b y t hi n ki n g 

t h e li n ks a n d e m ails t h e y w er e r e c ei vi n g w er e fr o m cr e dit a bl e s o ur c es a n d n ot fr o m cri mi n als. 

A n ot h er s o ci al e n gi n e eri n g t a cti c is s h o ul d er s urfi n g. S h o ul d er s urfi n g is l o o ki n g o v er a n 

u ns us p e ct e d p ers o n’s s h o ul d er t o g ai n l o gi n i nf or m ati o n i n cl u di n g us er n a m es a n d p ass w or ds 

( Ci a m p a, 2 0 1 3). T his t y p e of s o ci al e n gi n e eri n g is a b asi c att a c k, b ut c a n b e c at astr o p hi c t o t h e 

vi cti m a n d t h eir i nf or m ati o n. 

S o ci al e n gi n e eri n g t a cti cs w or k b e c a us e t h e vi cti m f alls pr e y t o tr ust. A c c or di n g t o 

Kr o m b h ol z, H o b el, H u b er, a n d W ei p pl ( 2 0 1 5), s o ci al e n gi n e eri n g att a c ks w or k b est w h e n t h e 

att a c k er, t hr o u g h tr ust, h as c o m pr o mis e d t h e vi cti m. T h e vi cti m d o es w h at t h e att a c k er w a nts 

b e c a us e h e or s h e tr usts t h e att a c k er a n d d o es n ot t hi n k w h at t h e y ar e d oi n g is h ar mf ul i n a n y 

w a y. I n t his c as e, n o m att er w h at s o ci al e n gi n e eri n g t a cti cs ar e us e d, t h e att a c k er h as i nfiltr at e d 

t h e t ar g et e d c o m p a n y. T his t h e n l e a v es t h e c o m p a n y v ul n er a bl e t o cri mi n al e x pl oit ati o n. 

L o g o n S p o ofi n g 

L o g o n s p o ofi n g tri c ks t h e vi cti m i nt o t hi n ki n g t h at t h e l o g o n s cr e e n t h e y s e e is l e giti m at e. 

O n c e t h e vi cti m r e c or ds his or h er cr e d e nti als i nt o t h e s p o of e d l o g o n, t h e i nf or m ati o n is r e c or d e d 

a n d gi v e n t o t h e att a c k er. T h e n, t h e att a c k er is a bl e t o g ai n a c c ess i nt o t h e s yst e m ( H arris, 2 0 1 3). 

T his f or m of att a c k l e a v es t h e vi cti m u ns us p e ct e d a n d cl u el ess t o t h e att a c k u ntil aft er t h e 

att a c k er h as d o n e his or h er b usi n ess. 

T his t y p e of att a c k als o l e a v es t h e e n d- us er, or vi cti m, s u bj e ct t o di v ul gi n g i nf or m ati o n 

wit h o ut t h eir k n o wl e d g e. T h e e n d- us er b eli e v es h e or s h e j ust t y p e d t h eir us er n a m e i n p ass w or d 

i n wr o n g a n d t h at n o h ar m w as d o n e. H o w e v er, t h e y j ust g a v e t h e att a c k er t h e s a m e pri vil e g es 
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a n d a ut h orit y t h e y h a v e a c c ess t o. 

Di cti o n a r y Att a c k/ B r ut e F o r c e Att a c k 

Di cti o n ar y att a c ks us e a list of w or ds t h at ar e c o m p ar e d wit h a s yst e ms p ass w or d fil e. 

M at c h e d v al u es i n di c at e a p ass w or d. T o st o p di cti o n ar y att a c ks, p ass w or ds n e e d t o b e h as h e d, 

n ot s e nt i n cl e ar t e xt, e n cr y pt e d, c o m pl e x, a n d c h a n g e d oft e n ( H arris, 2 0 1 3). T h es e s i m pl e 

r e c o m m e n d ati o ns c a n h el p k e e p p ass w or ds s e c ur e d fr o m att a c k ers l e a vi n g t h e vi cti ms m or e 

s e c ur e. 

Br ut e f or c e att a c ks ar e l o n g dr a w n o ut att a c ks. Br ut e f or ci n g a p ass w or d c o nsists of 

“tr yi n g e v er y p ossi bl e c o m bi n ati o n u ntil t h e c orr e ct o n e is i d e ntifi e d ” ( H arris, 2 0 1 3, p. 2 7 0). T his 

t y p e of att a c k all o ws t h e att a c k er t o g ai n a c c ess t o p ass w or ds. Br ut e f or c e a n d di cti o n ar y att a c ks 

ar e us e d t o g et h er t o h el p s p e e d t h e pr o c ess al o n g. B ot h att a c ks ar e us e d w h e n t h e att a c k er h as 

a c c ess t o t h e vi cti m’s cr e d e nti als. 

U S B Fl as h D ri v es 

U S B fl as h dri v es ar e li g ht w ei g ht p ort a bl e d e vi c es t h at c a n h ol d l ar g e a m o u nts of d at a. 

U S B fl as h dri v es ar e c o m m o nl y us e d b e c a us e t h e y ar e e as y t o us e a n d c a n tr a nsf er d at a b a c k i n 

f ort h b et w e e n c o m p ut ers. U S B fl as h dri v es ar e a n e as y w a y t o c o p y a n d tr a nsf er i nf or m ati o n 

A c c or di n g t o Y a n g ( 2 0 0 4), U S B fl as h dri v es ar e h o usi n g u nits t h at c o n n e ct fl as h m e m or y t o a 

cir c uit b o ar d t h at c a n c o n n e ct t o c o m m o nl y f o u n d U S B’s i n c o m p ut ers. U S B fl as h dri v es h a v e 

t he c a p a bilit y of h ol di n g s m all or l ar g e a m o u nts of d at a d e p e n di n g o n h o w l ar g e t h e d e vi c e is. 

F or e x a m pl e, U S B fl as h dri v es c a n c o m e i n s m all m e m or y si z es s u c h as 1 2 8 M B or c a n b e as 

l ar g e as 6 4 G B. D e p e n di n g o n t h e d at a si z e of fil es y o u w a nt t o c o p y or st or e, will d e p e n d o n t h e 

si z e U S B fl as h dri v e n e e d e d t o st or e all t h e i nf or m ati o n. 
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T his e as y t o us e d e vi c e m a k es it a p erf e ct c arri er of a n e w s o ci al e n gi n e eri n g att a c k. U S B 

fl as h dri v es c a n b e l o a d e d wit h a n y t y p e of m ali ci o us c o d e t o att a c k vi cti ms. Pl a ci n g m ali ci o us 

s oft w ar e o n t h e d e vi c e a n d h a vi n g a n u ns us p e ct e d vi cti m pl u g t h e d e vi c e i nt o a c o m p ut er c a n 

c a us e c at astr o p hi c d a m a g e wit h o ut t h e vi cti m k n o wi n g.  I n t his i nst a n c e, t h e e n d- us er m a y or 

m a y n ot k n o w t h e d a m a g e t h at c a n b e c a us e d b y pl u g gi n g i n a n u n k n o w n U S B fl as h dri v e. T h e 

e n d- us er m a y b eli e v e t h e U S B fl as h dri v e is h ar ml ess r at h er t h a n d a n g er o us. I n a n y c as e, a n 

att a c k er wit h m ali ci o us i nt e nt c a n c o m pr o mis e a n e n d- us er a n d t h e a ut h orit y t h e y h a v e o n a 

s yst e m b y g etti n g t h e e n d- us er t o pl u g a m ali ci o us U S B d e vi c e i nt o t h eir c o m p ut er. 

A d diti o n al Fl as h D ri v e E x p e ri m e nts 

A si mil ar e x p eri m e nt w as c o n d u ct e d o n a l ar g er s c al e. A c c or di n g t o Tis c h er et al. ( 2 0 1 6), 

2 9 7 U S B fl as h dri v es w er e dr o p p e d o n t h e U ni v ersit y of Illi n ois c a m p us. T h e U S B fl as h dri v es 

w er e l o a d e d wit h a n H T M L i m a g e t h at w o ul d tr a c k if t h e U S B fl as h dri v es h a d b e e n o p e n e d a n d 

w o ul d pr o m pt us ers t o a n o pti o n al s ur v e y. T his all o w e d f or t h e t e a m t o s e e if t h e U S B fl as h dri v e 

w as o p e n e d, h o w l o n g it t o o k f or t h e U S B fl as h dri v e t o b e o p e n e d, a n d t o g at h er f e e d b a c k o n 

w h y t h e U S B fl as h dri v e w as o p e n e d. T h e e x p eri m e nt f o u n d t h e a v er a g e fl as h dri v e w as o p e n e d 

at a m e di a n ti m e of j ust u n d er 7 h o urs. 

Tis c h er et al. ( 2 0 1 6), e x pl ai ns t h e o pti o n al s ur v e y f o u n d 6 8 % of e n d- us ers pl u g g e d t h e 

U S B fl as h dri v e i nt o a c o m p ut er t o fi n d its o w n er. T h e p ur p os e of pl u g gi n g t h e U S B fl as h dri v e 

i nt o t h e c o m p ut er w as n ot f or p ers o n al g ai n b ut t o r et ur n t h e pr o p ert y. Tis c h er et al. ( 2 0 1 6), als o 

e x pl ai ns U S B fl as h dri v es w er e dr o p p e d wit h a n d wit h o ut a s et of k e ys o n t h e m. T h e e x p eri m e nt 

f o u n d U S B fl as h dri v es wit h k e ys w er e m or e li k el y t o b e r et ur n e d t o t h e r es e ar c h ers t h a n U S B 

fl as h dri v es wit h o ut k e ys. I n a n y c as e, t h e e n d- us ers still pl u g g e d t h e U S B fl as h dri v es i nt o a 
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c o m p ut er a n d e x e c ut e d t h e H T M L fil es o n t h e m. 

Tis c h er et al ( 2 0 1 6) e x pl ai ns h o w t h e e x p eri m e nt w as a s u c c ess b y e x pl ai ni n g h o w a hi g h 

n u m b er of fl as h dri v es w er e pl u g g e d i nt o c o m p ut ers. T h e r es e ar c h ers c o n cl u d e d t h at U S B fl as h 

dri v es w o ul d b e a s u c c essf ul m e a ns of d e pl o yi n g a s o ci al e n gi n e eri n g att a c k o n a n u ns us p e ct e d 

vi cti m. 

U S B Fl as h D ri v e D r o p 

A n eff e cti v e w a y f or att a c k ers t o e x pl oit t h e h u m a n el e m e nt, or e n d- us er, i n a c o m p a n y is 

t hr o u g h U S B fl as h dri v es. T w o e x a m pl es of t his c a n b e f o u n d t hr o u g h t h e St u x n et w or m a n d a n 

e x p eri m e nt of fl as h dri v es dr o p p e d i n a c o m p a n y p ar ki n g l ot. B ot h e x a m pl es e x pl oit t h e h u m a n 

el e m e nt of e n d- us er s. 

T h e first e x a m pl e of usi n g a U S B fl as h dri v e i n a s u c c essf ul m ali ci o us m a n n er c a n d at e 

b a c k t o 2 0 1 0 w h e n t h e St u x n et w or m i nf e ct e d a n Ir a n n u cl e ar pl a nt. A c c or di n g t o Eit el ( 2 0 1 1), 

t h e St u x n et w or m w as l a u n c h e d o n Ir a n c o m p ut ers t hr o u g h a U S B fl as h dri v e. T h e w or m m a d e a 

pi e c e of e q ui p m e nt m alf u n cti o n i n t h e n u cl e ar pl a nt ulti m at el y d estr o yi n g t h e pl a nt. 

A c c or di n g t o J o h a nss o n ( 2 0 0 8), a t est w as d o n e t o s e e t h e eff e cti v e n ess of i nst alli n g a 

Tr oj a n h ors e o n a U S B fl as h dri v e a n d dr o p pi n g t h es e d e vi c es t hr o u g h o ut a c o m p a n y’s p ar ki n g 

l ot. T h e t est w as d o n e wit h t h e o w n er’s p er missi o n t o s e e h o w v ul n er a bl e e n d- us ers w er e t o t h e 

c o m p a n y. T h e o ut c o m e of t h e e x p eri m e nt s h o w e d t h at t h e e m pl o y e es, or e n d- us ers, pi c k e d u p 

t h e U S B fl as h dri v es a n d pl u g g e d t h e m i nt o t h eir w or k c o m p ut ers. T his all o w e d t h e Tr oj a n h orse 

t o b e u pl o a de d t o t h e s yst e m l e a vi n g a b a c k d o or, or v ul n er a bilit y, i nt o t h e s yst e m. 

T his e x p eri m e nt w as d o n e o n a s m all s c al e f o c usi n g o n a si n gl e c o m p a n y. T h e o ut c o m e 

of t h e e x p eri m e nt yi el d e d a hi g h p er c e nt a g e of e m pl o y e es pi c ki n g u p t h e dr o p p e d fl as h dri v es 
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a n d pl u g gi n g t h e m i nt o t h eir c o m p ut ers. T his e x p eri m e nt w as d o n e al m ost a d e c a d e a g o; 

h o w e v er, t h e o ut c o m e of t h e e x p eri m e nt s h o ul d yi el d si mil ar r es ults t o d a y. 

E n d- us e r S u r v e y 

A c c or di n g t o M o yl e a n d K ell e y ( 2 0 1 2), i n t h eir r e c e nt s ur v e y, f o u n d t h at h a c kti vists a n d 

c y b er cri mi n als ar e a m o n g t h e m ost s e v er t hr e ats t o w ar ds I nf or m ati o n T e c h n ol o g y (I T) 

pr of essi o n als. T h e s ur v e y i n cl u d e d o v er 1 0 0 I T pr of essi o n als a n d f o u n d I T pr of essi o n als ar e l e ast 

li k el y t o st o p l e a ks c o mi n g fr o m s o ci al m e di a; h o w e v er, t h e I T pr of essi o n als f e el t h e y ar e 

m a ki n g g o o d pr o gr ess i n c o m b ati n g t h e sit u ati o n. 

M o yl e a n d K ell e y ( 2 0 1 2) f o u n d t h at o ut of t h e 2 4 a g e n ci es s ur v e y e d o nl y 7 of t h e m 

c o m pli e d wit h a n a b o v e a v er a g e r ati n g i n ris k m a n a g e m e nt a n d a c c ess m a n a g e m e nt. Wit h l ess 

t h a n h alf t h e a g e n ci es n ot b ei n g a bl e t o s c or e a b o v e a v er a g e m ar ki n gs dr a ws t h e q u esti o ns of 

h o w s e c ur e e m pl o y e es ar e wit h t h e i nf or m ati o n t h e y ar e b ei n g e ntr ust e d wit h. T his bri n gs us 

b a c k t o h o w s e c ur e e m pl o y e es ar e wit h d at a. 

T h e r es ults fr o m M o yl e a n d K ell e y s ur v e y o p e ns t h e d o or i nt o tr ai ni n g e m pl o y e es a n d t h e 

y o u n g er g e n er ati o n. If t h e n e xt g e n er ati o n is m a d e a w ar e of c y b er t hr e ats fr o m a n e arl y a g e, t h e y 

will b e m or e i n cli n e d t o c o m b at t h e sit u ati o n. S ur v e yi n g a y o u n g er p o p ul ati o n m a y yi el d b ett er 

r es ults t h a n w h at M o yl e a n d K ell e y f o u n d wit h I T pr of essi o n als. 

S u m m a r y 

T h e h u m a n el e m e nt h as al w a ys b e e n a p o p ul ar t ar g et f or att a c k ers. W h et h er t h e att a c k er 

is s e n di n g o ut p his hi n g e m ails, s p o ofi n g l o g o ns, or c o mi n g u p wit h c o m pl e x pl a ns t o st e al d at a 

li k e t h e St u x n et w or m, e n d- us ers ar e al w a ys a g o o d t ar g et. W hil e i nf or m ati o n s e c urit y 

pr of essi o n als w or k t o s e c ur e t h e t e c h n ol o g y si d e of t hi n gs, att a c k ers l o o k t o e x pl oit ot h er ar e as . 
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T his is w h er e e n d- us ers b e c o m e vi cti ms t o t h e att a c k ers pl a ns. 

R es e a r c h Q u esti o n 

Wit h s o ci al e n gi n e eri n g o n t h e ris e, att a c k ers l o o k t o e x pl oit e n d- us ers. T his c a n b e d o n e 

m ulti pl e w a ys, h o w e v er f or t h e s a k e of t his e x p eri m e nt I f o c us m ai nl y o n t h e s e c urit y 

c o ns ci o us n ess of t h e e n d- us er. T h e b asi c q u esti o n b ei n g as k e d is, ‘ h o w li k el y ar e e n d- us ers t o 

o p e n fil es o n a n u n k n o w n U S B fl as h dri v e ?’ T h e e x p eri m e nt f o c us es o n t h e h u m a n el e m e nt of 

t h e e n d- us ers a n d w h et h er or n ot t h e y w o ul d b e s us c e pti bl e t o l e a vi n g t h eir e m pl o y ers a n d 

t h e ms el v es at ris k. O p e ni n g t h e fil es w o ul d d e m o nstr at e t h e e n d- us ers ar e s us c e pti bl e t o b ei n g 

e x pl oit e d f or i nf or m ati o n a n d d at a. 

I n a d diti o n t o t h e pr e vi o us q u esti o ns, t h e e x p eri m e nt will s h o w h o w s e c ur e e n d- us ers ar e 

wit h d at a i n a s ur v e y p orti o n. T h e s ur v e y will f o c us o n h o w s e c urit y c o ns ci o us e n d- us ers ar e 

wit h t h e t e c h n ol o g y t h e y h a v e at t h eir dis p os al. T h e s ur v e y will gi v e i nsi g ht o n h o w e d u c at e d 

e n d- us ers ar e a n d w h et h er t h e y ar e s a crifi ci n g s e c urit y f or c o n v e ni e n c e. 

C h a pt e r 3 

T h e p ur p os e of t h e e x p eri m e nt is t o c o n cl u d e t h e li k eli h o o d of e n d- us ers l e a vi n g 

e m pl o y er or p ers o n al d at a at ris k. D et er mi ni n g h o w v ul n er a bl e e n d- us ers ar e t o w ar ds s o ci al 

e n gi n e eri n g t a cti cs, s u c h as pi c ki n g u p a n d pl u g gi n g i n u n k n o w n U S B fl as h dri v es i nt o t h eir 

d e vi c es, c a n h el p c o m b at t h e t hr e at t o w ar ds d at a b ei n g c orr u pt e d or st ol e n. Eit el ( 2 0 1 1) e x pl ai ns 

t h e St u x n et w or m w as i ntr o d u c e d t o t h e Ir a n N u cl e ar f a cilit y t hr o u g h a U S B fl as h dri v e. If e n d-

us ers ar e s us c e pti bl e t o s o ci al e n gi n e eri n g t a cti cs, li k e pi c ki n g u p u n k n o w n U S B fl as h dri v es, 

t h e n t h e t h o u g ht of a cri mi n al dr o p pi n g m al w ar e i nf est e d U S B fl as h dri v es i n a p ar ki n g l ot as a 

m e a ns t o c o m mit a cri m e ar e li k el y t o o c c ur. 
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T h e e x p eri m e nt d e m o nstr at es, i n a n o n-i ntr usi v e, et hi c al, a n d m or al w a y, t h e li k eli h o o d 

of e n d- us ers pl u g gi n g u n k n o w n U S B fl as h dri v es i nt o t h eir c o m p ut ers. T h e U S B fl as h dri v es ar e 

t o si m ul at e a cri mi n al’s i nt e nti o n of usi n g t h e U S B fl as h dri v e f or u n et hi c al r e as o ns. T his c a n 

c o m e i n t h e f or m of a m al w ar e att a c k, r a ns o m w ar e, vir us, or e v e n t o d o w nl o a d a k e y l o g g er 

wit h o ut t h e us er’s k n o wl e d g e. T h e p ur p os e of t h es e att a c ks ar e t o st e al, c orr u pt, or h ol d 

i nf or m ati o n h ost a g e f or cri mi n al g ai ns i n t h e f or m of m o n e y. 

T h e e x p eri m e nt us es a n a ut or u n c o m m a n d fil e t h at, o n c e cli c k e d o n, o p e ns u p a g e n eri c 

w e bsit e ass o ci at e d wit h t h e U S B fl as h dri v e. O n c e t h e fil e h as b e e n o p e n e d t h e w e bsit e c o u nts 

t h e n u m b er of p e o pl e w h o h a v e vi e w e d t h e w e bsit e tr a c ki n g w h et h er t h e fl as h dri v e w as pl u g g e d 

i nt o a c o m p ut er or n ot. T h e a ut or u n c o m m a n d c a n n ot h ar m t h e c o m p ut er i n a n y w a y a n d c a n 

si m pl y b e d el et e d m a ki n g t h e fl as h dri v e br a n d n e w a g ai n. 

2. 0  S wi v el Fl as h D ri v e 

T h e st art of t h e fl as h dri v e e x p eri m e nt b e gi ns wit h p ur c h asi n g 2 0 U S B Fl as h Dri v es. T h e 

fl as h dri v es s el e ct e d f or t h e e x p eri m e nt ar e F E B NI S C T E 2. 0 U S B s wi v el 1 2 8 M B bl a c k fl as h 

dri v es, as s h o w n i n Fi g ur e 1: U S B Fl as h Dri v es. All U S B fl as h dri v es us e d f or t his e x p eri m e nt 

w er e of t h e s a m e br a n d, c ol or, a n d st or a g e c a p a cit y. T h e fl as h dri v es c o m e i n p a c ks of 1 0. T w o 

Fi g ur e 1: U S B Fl a s h Dri v es 
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p a c ks of t h e fl as h dri v es w er e or d er e d f or a t ot al of 2 0 U S B 2. 0 Fl as h Dri v es. Fl as h dri v es ar e 

t h e n r e m o v e d fr o m t h e p a c k a g e a n d n u m b er e d, 1- 2 0 wit h sti c k y n ot es. 

E m ail S et u p 

Aft er e a c h of t h e 2 0 fl as h dri v es ar e n u m b er e d, a n e m ail a d dr ess n e e d e d t o b e cr e at e d. 

F or t h e p ur p os es of t his e x p eri m e nt a G m ail a c c o u nt w as cr e at e d, Fl as h 0 1 Dri v e @ g m ail. c o m. 

T h e G m ail a c c o u nt is cr e at e d t o h el p k e e p tr a c k of e a c h fl as h dri v e t hr o u g h its o w n w e bsit e. T h e 

G m ail is n e e d e d t o cr e at e 2 0 diff er e nt a c c o u nts wit h W or d Pr ess , w hi c h cr e at es a u ni q u e w e bsit e. 

T h e w e bsit es ar e us e d t o d o c u m e nt if t h e fl as h dri v es w er e o p e n e d or n ot. 

W o r d P r ess S et u p 

Usi n g Fl as h 0 1 Dri v e @ g m ail. c o m as a b as e e m ail a d dr ess, 2 0 ot h er e m ails ar e t h a n us e d t o 

cr e at e a fr e e w e bsit e o n W or d Pr ess. Usi n g t h e pl us s i g n a n d a d di n g t h e n e xt c orr es p o n di n g 

n u m b er t o t h e b as e e m ail a d dr ess d o es t his. F or e x a m pl e, fl as h dri v e 2 h as t h e c orr es p o n di n g 

e m ail a d dr ess, Fl as h 0 1 Dri v e + 1 @ g m ail. c o m. T his all o ws f or t h e cr e ati o n of a n e w w e bsit e wit h a 

diff er e nt us er n a m e a n d p ass w or d o n W or d Pr ess; h o w e v er, it still all o ws f or all t h e v erifi c ati o n 

e m ails t o g o t hr o u g h t h e b as e e m ail, Fl as h 0 1 Dri v e @ g m ail. c o m. I n r et ur n, 2 0 diff er e nt w e bsit es 

c a n b e cr e at e d a n d m o nit or e d f or e a c h s p e cifi c fl as h dri v e. As s h o w n i n T a bl e 1: W or d Pr ess a n d 

G m ail A c c o u nt. 

T a bl e 1: 

W or d Pr ess a n d G m ail A c c o u nt 

Fl as h Dri v e N u m b er W e bsit e E m ail ( @ g m ail. c o m) 

1 Fl as h 0 1 Dri v e. w or d pr ess. c o m Fl as h 0 1 dri v e @ 

2 Fl as h 0 2 dri v e. w or d pr ess. c o m Fl as h 0 1 dri v e + 1 @ 

mailto:Flash01Drive@gmail.com
mailto:Flash01Drive+1@gmail.com
mailto:Flash01Drive@gmail.com
mailto:Flash01Drive@gmail.com
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3 fl as h dri v e 0 3. w or d pr ess. c o m Fl as h 0 1 dri v e + 5 @ 

4 0 4fl as h dri v e. w or d pr ess. c o m Fl as h 0 1 dri v e + 6 @ 

5 5fl as h dri v e. w or d pr ess. c o m Fl as h 0 1 dri v e + 7 @ 

6 0 0 6fl as h dri v e. w or d pr ess. c o m Fl as h 0 1 dri v e + 8 @ 

7 0 7 0fl as h dri v e. w or d pr ess. c o m Fl as h 0 1 dri v e + 9 @ 

8 8fl as h dri v e. w or d pr ess. c o m Fl as h 0 1 dri v e + 1 0 @ 

9 0 9fl as h dri v e. w or d pr ess. c o m Fl as h 0 1 dri v e + 1 1 @ 

1 0 1 0fl as h dri v e. w or d pr ess. c o m Fl as h 0 1 dri v e + 1 2 @ 

1 1 fl as h dri v e 1 1. w or d pr ess. c o m Fl as h 0 1 dri v e + 1 3 @ 

1 2 1 2fl as h dri v e. w or d pr ess. c o m Fl as h 0 1 dri v e + 1 4 @ 

1 3 1 3fl as h dri v e. w or d pr ess. c o m Fl as h 0 1 dri v e + 1 5 @ 

1 4 1 4fl as h dri v e. w or d pr ess. c o m Fl as h 0 1 dri v e + 1 6 @ 

1 5 1 5fl as h dri v e. w or d pr ess. c o m Fl as h 0 1 dri v e + 1 8 @ 

1 6 1 6fl as h dri v e. w or d pr ess. c o m Fl as h 0 1 dri v e + 1 9 @ 

1 7 1 7fl as h dri v e. w or d pr ess. c o m Fl as h 0 1 dri v e + 2 0 @ 

1 8 1 8fl as h dri v e. w or d pr ess. c o m Fl as h 0 1 dri v e + 2 1 @ 

1 9 1 9fl as h dri v e. w or d pr ess. c o m Fl as h 0 1 dri v e + 2 2 @ 

2 0 2 0fl as h dri v e. w or d pr ess. c o m Fl as h 0 1 dri v e + 2 3 @ 

O n c e t h e 2 0 W or d Pr ess a c c o u nts ar e cr e at e d, t h e cr e ati o n of a g e n eri c w e bsit e c a n b e 

m a d e. T h e i d e a of t h e w e bsit e is t o tr a c k if t h e w e bsit e h as b e e n vi e w e d or n ot. If t h e w e bsit e h as 

b e e n vi e w e d, t h e n a c o n cl usi o n c a n b e dr a w n t h at s o m e o n e o p e n e d t h e c o nt e nts of t h e fl as h 

dri v e. If t h e w e bsit e h as n ot b e e n vi e w e d t h e n t h e c o nt e nts of t h e fl as h dri v e w er e n ot o p e n e d. 

H a vi n g 2 0 s e p ar at e w e bsit es ass o ci at e d wit h a s p e cif i c fl as h dri v e all o ws f or t his t o h a p p e n. T h e 

W or d Pr ess w e bsit e s h o ul d b e g e n eri c s o att e nti o n is n ot dr a w n. 

Fl as h D ri v e S et u p 

E a c h fl as h dri v e c o nsists of a n a ut or u n a n d b at c h fil e pl a c e d o n t h e r o ot of t h e fl as h dri v e. 
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T h e a ut or u n fil e is t h e n hi d d e n o n e a c h fl as h dri v e wit h t h e b at c h fil e b ei n g t h e o nl y dis pl a y e d 

it e m. T h e b at c h fil e n a m es eit h er s u g g est e d t h e fil es w er e r es u m es or b a n k st at e m e nts. T h e fl as h 

dri v es ar e di vi d e d i n h alf. H alf t h e fl as h dri v es w er e r es u m es ( 1- 1 0) a n d t h e ot h er h alf ar e b a n k 

st at e m e nts ( 1 1- 2 0). E a c h fil e w o ul d b e n a m e d wit h a c o m m o n n a m e u n d ers c or e r es u m e, or b a n k 

st at e m e nt, . b at. E x a m pl e r es u m e fil e w o ul d b e, Ji m _r es u m e. b at. E x a m pl e b a n k st at e m e nt fil e 

w o ul d b e, S h a n n o n _ b a n kst at e m e nt. b at. T h es e fil es w o ul d tri g g er t h e a ut or u n fil e t o o p e n t h e 

c orr e ct w e bsit e p ert ai ni n g t o t h at s p e cifi c fl as h dri v e. O n c e t h e a ut or u n c o m m a n d o p e ns t h e 

w e bsit e, t h e W or d Pr ess w e bsit e l o gs t h e vi e w l etti n g m e k n o w t h e c o nt e nts of t h e fl as h dri v e 

w er e vi e w e d o n a c o m p ut er. 

T h e a ut or u n fil e c o nsists of a t e xt d o c u m e nt s a v e d as A ut or u n.i nf. T h e c o nt e nts of t h e fil e 

ar e s h o w n i n Fi g ur e 2: A ut or u n.i nf Fil e. T his d o c u m e nt is t h e n s a v e d o n t h e r o ot of t h e U S B 

fl as h dri v e a n d t h e n hi d d e n s o us ers d o n ot a c ci d e ntl y cli c k o n it. 

Fi g ur e 2: A ut or u n.i nf Fil e 

T h e b at c h fil e c o nsists of a t e xt d o c u m e nt s a v e d as, i n t his c as e, R o b ert _ R es u m e. b at. T his 

all o ws t h e a ut or u n s cri pt t o o p e n t h e b at c h fil e w h e n cli c k e d u p o n. T h e c o nt e nts of t h e b at c h fil e 

is s h o w n i n Fi g ur e 3: R o b ert _ R es u m e. b at Fil e. T h e c orr es p o n di n g w e bsit e is c h a n g e d f or e a c h 

fl as h dri v e. 

Fi g ur e 3: R o b ert _ R e s u m e. b at Fil e 
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T h es e t w o fil es all o w f or t h e a ut or u n s cri pt t o o p e n t h e c orr es p o n di n g w e bsit e 

a ut o m ati c all y w h e n t h e us er cli c ks o n t h e b at c h fil e. If t h e us er h as G o o gl e C hr o m e or M o zill a 

Fir ef o x i nst all e d o n t h eir c o m p ut er, t h e s cri pt will o p e n t h e c orr es p o n di n g w e bsit e. 

Fl as h D ri v e L o c ati o ns 

T h e l o c ati o ns f or t h e fl as h dri v es t o b e dr o p p e d ar e i n hi g h tr affi c k e d p ar ki n g l ots. T h e 

i d e a b e hi n d hi g h tr affi c k e d p ar ki n g l ots is t o i n cr e as e t h e p ossi bilit y of a n e n d- us er pi c ki n g u p 

t h e fl as h dri v e a n d pl u g gi n g t h e d e vi c e i nt o t h eir c o m p ut er. F or t his e x p eri m e nt, I s el e ct e d l o c al 

s h o p pi n g c e nt ers a n d r est a ur a nts ( H o w ell a n d Bri g ht o n, Mi c hi g a n ar e a). S h o p pi n g c e nt ers a n d 

r est a ur a nts h a v e hi g h tr affi c v ol u m es m a ki n g t h e m p erf e ct pl a c es t o i n cr e as e m y c h a n c es of fl as h 

dri v es b ei n g pi c k e d u p. T h e m et h o d us e d is t o dr o p t h e f l as h dri v es off i n t h e p ar ki n g l ots st art e d 

mi d - m or ni n g, ar o u n d 1 0 a m a n d 2 p m, s o t h at t h e fl as h dri v es w er e pr es e nt i n t h e p ar ki n g l ots 

w h e n p e o pl e w o ul d b e g etti n g off of w or k t o visit t h e s h o p pi n g c e nt ers or r est a ur a nts. T his 

i n cr e as es t h e pr o b a bilit y of U S B fl as h dri v es b ei n g pi c k e d u p. 

Fl as h D ri v e D r o p 

Fl as h dri v es ar e dr o p p e d i n p ar ki n g s p a c es cl os e t o t h e s h o p pi n g c e nt er or r est a ur a nt. T h e 

i d e a of t h e dr o p is t o m a k e it l o o k li k e t h e fl as h dri v e f ell o ut of t h e c ar o n a c ci d e nt. E a c h fl as h 

dri v e is dr o p p e d eit h er o n, or cl os e t o t h e p ar ki n g l ot y ell o w li n e. P ulli n g y o ur v e hi cl e i nt o a 

p ar ki n g s p ot cl os er t o t h e est a blis h m e nt all o ws f or a b ett er c h a n c e f or s o m e o n e t o s e e t h e U S B 

fl as h dri v e. O n c e t h e s p ot h as b e e n pi c k e d, I i n c o ns pi c u o usl y o p e ne d t h e v e hi cl e d o or a n d 

dr o p p e d a U S B fl as h dri v e cl os e t o t h e y ell o w p ar ki n g li n e. 
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I nt e r n et S e c u rit y S u r v e y O v e r vi e w 

T h e I nt er n et s e c urit y s ur v e y c o nsists of a n o n y m o usl y s ur v e yi n g 1 8 t o 2 4 y e ar ol ds. T h e 

p ur p os e of t h e s ur v e y is t o g ai n a n i nsi g ht i nt o t h e y o u n g er g e n er ati o ns k n o wl e d g e of c y b er 

s e c urit y. T h e s ur v e y is c o n d u ct e d i n a n o p e n e n vir o n m e nt wit h t h e i n di vi d u als si m pl y a gr e ei n g 

or dis a gr e ei n g wit h e a c h q u esti o n. T h e i n di vi d u als will h a v e t h e o p p ort u nit y t o a gr e e or dis a gr e e 

wit h e a c h q u esti o n b ei n g as k e d. T h e y will t h e n b e all o w e d t o c o m m e nt o n t h e q u esti o n t o p ull 

f urt h er i nsi g ht i nt o h o w s e c urit y c o ns ci o us t h e y ar e t o w ar ds c y b er s e c urit y. 

Aft er e a c h q u esti o ns is as k e d d o c u m e nt ati o n will t a k e pl a c e. F or e x a m pl e, q u esti o n o n e 

f o u n d 2 4 o ut 2 7 i n di vi d u als a gr e e d wit h t h e r es p o ns e. T h e s ur v e y will b e us e d as a t o ol t o dr a w a 

c o m p aris o n b et w e e n t h e y o u n g er g e n er ati o n a n d t h e ol d er g e n er ati o ns c y b er s e c urit y 

c o ns ci o us n ess. As Z a d el h off ( 2 0 1 6) e x pl ai n e d, e m pl o y e es ar e t h e bi g g est t hr e at t o a n 

or g a ni z ati o n. D e p e n di n g o n t h e r es p o ns e of t h e st u d e nts, a n ar g u m e nt c a n b e m a d e w h et h er or 

n ot f ut ur e e m pl o y e es will b e as bi g of a t hr e at as t h e y ar e n o w. 

C o n d u cti n g t h e S u r v e y 

T h e s ur v e y will b e c o n d u ct e d wit hi n a 5- 1 0 mi n ut e ti m e i nt er v al. T h e i n di vi d u als will b e 

as k e d a s eri es of q u esti o ns a n d t h eir r es p o ns e will b e t o a gr e e or dis a gr e e. A f e w q u esti o ns will 

as k f or t h e i n di vi d u als t o c o m m e nt o n. T h es e r es p o ns es will b e r e c or d e d. S e e Fi g ur e 4: S ur v e y. 

Q u esti o n 

1. W h at I d o o n m y c o m p ut er c o ul d aff e ct ot h er p e o pl e ? 

2. I us e t h e s a m e p ass w or d f or e v er yt hi n g ? 

3. D o y o u w al k a w a y fr o m y o ur c o m p ut er w hil e it is still l o g g e d i n ? 

4. D o y o u o p e n u n k n o w n li n ks w hil e o n t h e I nt er n et ? 
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5. D o y o u s h ar e y o ur us er n a m e a n d p ass w or d wit h a n y o n e ? 

6. D o y o u c h a n g e y o ur p ass w or ds fr e q u e ntl y ? 

7. W o ul d y o u pl u g a n u n k n o w n U S B fl as h dri v e i nt o y o ur c o m p ut er ? 

8. W h at d o y o u d o wit h a n u n k n o w n U S B fl as h dri v e ? 

9. H o w m a n y p e o pl e h a v e a s m art p h o n e, t a bl et, l a pt o p, i P o d, or i P a d ? 

1 0. H o w m a n y p e o pl e h a v e a X b o x, Pl a y St ati o n, or Ni nt e n d o ? 

1 1. D o y o u c o n n e ct y o ur d e vi c e t o p u bli c Wi- Fi ? 

1 2. D o y o u us e S n a p c h at ? 

1 3. D o y o u s h ar e y o ur l o c ati o n o n S n a p c h at ? 

1 4. W h at a p pli c ati o ns d o y o u us e o n y o ur d e vi c es ? 

Fi g ur e 4 : S ur v e y 

V ali d M et h o d 

I b eli e v e t his m et h o d is v ali d b e c a us e it is a n o n-i ntr usi v e m et h o d. I w a nt t h e e x p eri m e nt, 

al o n g wit h t h e s ur v e y, t o b e d o n e i n t h e m ost m or all y a n d et hi c al w a y wit h o ut bri n gi n g a n y h ar m 

t o a n y o n e’s d e vi c es. I f e el h a vi n g t h e U S B fl as h dri v es b ei n g tr a c k e d t hr o u g h a n a ut or u n s cri pt 

t h at o p e ns a g e n eri c w e bsit e t h at I m a d e a c c o m plis h es m y g o als. T h e e n d- us ers s uff er n o 

r a mifi c ati o ns fr o m o p e ni n g t h e fil e e x c e pt f or t h e i n c o n v e ni e n c e of h a vi n g t o cl os e t h e w e b 

br o ws er. T his m et h o d all o ws m e t o s e e if t h e w e bsit e h a d b e e n vi e w e d a n d h o w m a n y ti m es t h e 

w e bsit e w as vi e w e d. T his m et h o d all o ws m e t o dr a w t h e c o n cl usi o n t o w h et h er or n ot t h e fil e o n 

t h e fl as h dri v e w as o p e n e d or n ot. 

M y m et h o d f or c o n d u cti n g m y s ur v e y  is als o v ali d b e c a us e it all o ws m e t o g at h er 

a n o n y m o us d at a fr o m a y o u n g er g e n er ati o n. M a n y r es e a r c h ers h a v e est a blis h e d t h at ol d er 
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g e n er ati o ns i n t h e c urr e nt w or k f or c e ar e n ot as c y b er s e c urit y c o ns ci o us, as t h e y s h o ul d b e. 

S ur v e yi n g a y o u n g er g e n er ati o n will gi v e i nsi g ht o n e d u c ati o n al m et h o ds t h at c a n b e us e d t o 

m a k e t h e m m or e a w ar e. 

C h a pt e r 4 

R es ults 

T h e r es ults fr o m t h e U S B Fl as h Dri v e dr o p e x p eri m e nt is st a g g eri n g. It w as p er c ei v e d 

t h at t h e e x p eri m e nt w o ul d yi el d r es ults si mil ar t o w h at “ U nit e d St at es: Fi n d a Fl as h Dri ve ” 

( 2 0 1 5) h a d c o n cl u d e d wit h 2 0 p er c e nt of A m eri c a ns pi c ki n g u p a n u n k n o w n U S B fl as h dri v e a n d 

usi n g it. M y e x p eri m e nt, o n a s m all s c al e l e v el, yi el d r es ults of 4 0 p er c e nt of t h e U S B fl as h 

dri v es b ei n g pi c k e d u p a n d us e d m ulti pl e ti m es. T h e g o al of t h e e x p eri m e nt w as t o c o n cl u d e t h e 

li k eli h o o d of e n d- us ers p utti n g i nf or m ati o n at ris k b y pl u g gi n g a n u n k n o w n d e vi c e i nt o his or h er 

c o m p ut er. 

T a bl e 2: 

U S B Fl as h Dri v e L o c ati o ns, Ti m e a n d D at e 

Fl as h Dri v e N u m b er T y p e of P ar ki n g L ot D at e/ Ti m e 

1 Stri p M all 1 1- 0 6  1 0: 1 4 a m 

2 Stri p M all 1 1- 0 6  1 1: 2 3 a m 

3 Stri p M all 1 1- 0 6  1: 0 7 p m 

4 S h o p pi n g C e nt er 1 1- 0 6  1: 0 2 p m 

5 S u p er M ar k et 1 1- 0 6  1: 1 3 p m 

6 R est a ur a nt 1 1- 0 6  1: 1 0 p m 

7 S u p er M ar k et 1 1- 0 6  1: 1 7 p m 

8 S h o p pi n g C e nt er 1 1- 0 6  1: 2 0 p m 
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9 G as St ati o n 1 1- 0 6  1: 2 7 p m 

1 0 R est a ur a nt 1 1- 0 6  1: 3 6 p m 

1 1 S h o p pi n g C e nt er 1 1- 0 6  1: 3 9 p m 

1 2 Stri p M all 1 1- 0 6  1: 4 4 p m 

1 3 S u p er M ar k et 1 1- 0 6  1: 5 0 p m 

1 4 S h o p pi n g C e nt er 1 1- 0 6  2: 5 3 p m 

1 5 H o c k e y Ri n k 1 1- 0 6  2: 4 0 p m 

1 6 S h o p pi n g C e nt er 1 1- 0 6  3: 0 6 p m 

1 7 S h o p pi n g C e nt er 1 1- 0 6  3: 1 7 p m 

1 8 Stri p M all 1 1- 0 6  2: 5 8 p m 

1 9 S h o p pi n g C e nt er 1 1- 0 6  2: 5 6 p m 

2 0 R est a ur a nt 1 1- 0 6  3: 0 3 p m 

E a c h o n e of t h e 2 0 U S B fl as h dri v es w er e dr o p p e d i n t h e p ar ki n g l ot t o si m ul at e t h e dri v e f alli n g 

o ut of a c ar b y a c ci d e nt. T h e dri v es w er e dr o p p e d b et w e e n mi d m or ni n g a n d e arl y aft er n o o n wit h 

t h e i d e a t h at p e o pl e w o ul d s e e t h e dri v es w hil e visiti n g t h e p ar ki n g l ots aft er w or k. 

S u c c ess R at e 

T h e e x p eri m e nt s h o w e d t h at 2 o ut of  5 p e o pl e ar e willi n g t o pl u g a n u n k n o w n U S B fl as h 

dri v e i nt o t h eir c o m p ut er. T h e d at a s h o ws t h at o ut of t h e d e vi c es t h at w h er e o p e n e d, 5 0 p er c e nt 

w er e o p e n e d m or e t h a n o n c e. 1 2 p er c e nt of t h e d e vi c es w er e o p e n e d f o ur ti m es w h er e as 3 8 

p er c e nt of t h e d e vi c es o p e n e d, w er e o nl y o p e n e d o n c e. 

T a bl e 3 : 

U S B Fl as h Dri v e O p e n e d 

Fl as h Dri v e N u m b er T y p e of P ar ki n g L ot O p e n e d A m o u nt a n d D at e 
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1 Stri p M all O n c e 1 1- 0 6 

5 S h o p pi n g C e nt er T wi c e 1 1- 1 6 

6 R est a ur a nt O n c e 1 1- 0 6 

1 1 S h o p pi n g C e nt er O n c e 1 1- 0 6 

1 3 S u p er M ar k et F o ur 1 1- 0 6 

1 7 S h o p pi n g C e nt er T wi c e 1 1- 0 6 

1 8 Stri p M all T wi c e 1 1- 0 6 

2 0 R est a ur a nt O n c e 1 1- 1 6 

T h e t a bl e a b o v e ill ustr at es w hi c h l o c ati o ns h a d t h e gr e at est s u c c ess r at e. T h e U S B fl as h dri v es 

dr o p p e d at s h o p pi n g c e nt ers s e e m e d t o t ar g et a l ar g e a u di e n c e. T his all o w e d f or m ulti pl e 

o p e ni n gs of t h e fl as h dri v e. T h e t a bl e als o d e m o nstr at es w h e n t h e d e vi c e w as vi e w e d. M ost of 

t h e d e vi c es vi e w e d w er e vi e w e d o n t h e s a m e d a y t h e y w er e dr o p p e d; h o w e v er, t w o of t h e 

d e vi c es w er e vi e w e d 1 0 d a ys l at er. Fi g ur e 5 : U S B Fl as h Dri v e O p e n e d D at es, s h o ws w h e n o n 

w hi c h d a y t h e d e vi c es w er e o p e n e d. 

1 7- N o v	  

1 5- N o v	  

1 3- N o v	  

1 1- N o v	  

9- N o v	  

7- N o v	  

5- N o v	  

3- N o v	  

1- N o v	  
1	  5	  6	  1 1	 1 3	 1 7	 1 8	 2 0	  

Fi g ur e 5 : U S B Fl as h Dri v e O p e n e d D at es 
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Missi n g o r D est r o y e d U S B Fl as h D ri v es 

T h e f oll o wi n g d a y, N o v e m b er 7, 2 0 1 7, U S B fl as h dri v e dr o p l o c ati o ns w er e r e visit e d t o 

s e e if t h e dri v es h a d b e e n pi c k e d u p. O ut of t h e 2 0 U S B fl as h dri v es dr o p p e d o nl y o n e U S B fl as h 

dri v e h a d n ot b e e n pi c k e d u p. T h e U S B fl as h dri v e w as f o u n d i n a g as st ati o n p ar ki n g l ot. T h e 

U S B fl as h dri v e h a d b e e n r a n o v er b y a v e hi cl e. All t h e ot h er U S B fl as h dri v es w er e n ot f o u n d i n 

t h e s a m e l o c ati o n as t h e y h a d b e e n dr o p p e d i n t h e pr e vi o us d a y. A c o n cl usi o n w as dr a w n t h at 

i n di vi d u als i n t h e p ar ki n g l ots pi c k e d u p t h e U S B fl as h dri v es wit hi n t h e 2 4- h o ur s p a n. 

T a bl e 4: 

Fl as h Dri v e R etri e v al 

F o u n d U S B Fl as h Dri v es N ot F o u n d U S B Fl as h Dri v es O p e n e d U S B Fl as h Dri v es 

1 1 9 8 

S e c o n d a r y R es e a r c h 

T h e U S B fl as h dri v e dr o p e x p eri m e nt s h o w e d a s e c o n d p orti o n of e x p eri m e nt al r es e ar c h. 

E a c h U S B fl as h dri v e h a d a fil e wit hi n t h e d e vi c e t o a ut o m ati c all y l a u n c h a w e bsit e t o k e e p tr a c k 

of t h e d e vi c e h a d b e e n pl u g g e d i nt o a c o m p ut er or n ot. T h e first 1 0 U S B fl as h dri v es fil es ( 1- 1 0) 

c o nt ai n e d fil e n a m es s u c h as Ji m_ R es u m e. b at. T h e ot h er 1 0 U S B fl as h dri v es ( 1 1- 2 0) c o nt ai n e d 

fil e n a m es s u c h as S h a n n o n _ b a n kst at e m e nt. b at. T h e i d e a w as t o s e e if t h e U S B fl as h dri v es 

dr o p p e d i n si mil ar l o c ati o ns wit h diff er e nt fil e n a m es w o ul d yi el d t h e s a m e r es ults. T a bl e 5 : 

R es u m e. b at v. B a n kst at m e nt. b at, s h o ws o ut of t h e U S B fl as h dri v e fil es o p e n e d, t h e 

b a n kst at e m e nt. b at fil es w er e o p e n e d m or e t h a n t h e r es u m e. b at fil es 
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T a bl e 5: 

R es u m e. b at v. B a n kst at m e nt. b at 

U S B Fl as h Dri v e Fil e N a m e P er c e nt a g e O p e n e d 

1- 1 0 N a m e _ R es u m e. b at 3 8 % 

1 1- 2 0 N a m e _ B a n kst at e m e nt. b at 6 2 % 

M ulti pl e O p e ni n gs 

H a vi n g m or e of t h e B a n kst at m e nt. b at fil es o p e n e d o n t h e U S B fl as h dri v e dr o p 

e x p eri m e nt w as n ot t h e o nl y s e c o n d ar y d at a c oll e ct e d. E a c h b a n kst at e m e nt. b at fil e w as o p e n e d 

m or e t h a n o n c e i n 8 0 p er c e nt of t h e U S B fl as h dri v es. W h e n c o m p ar e d t o t h e r es u m e. b at fil es 

o nl y 3 3 p er c e nt of t h e ti m e w er e t h es e fil es o p e n e d m or e t h a n o n c e. T w o e x pl a n ati o ns c a n b e 

gi v e n f or t h e m ulti pl e o p e ni n gs. T h e first e x pl a n ati o n w o ul d b e t h at t h e i n di vi d u al w h o pl u g g e d 

t h e U S B fl as h dri v e i nt o his or h er c o m p ut er h a d b ot h G o o gl e C hr o m e a n d M o zill a Fir ef o x. T h e 

a ut or u n s cri pt l o o k e d f or b ot h of t h es e pr o gr a ms o n t h e c o m p ut er o n c e t h e fil e w as cli c k e d o n. If 

b ot h pr o gr a ms e xist e d o n t h e c o m p ut er t h e n t h e w e bsit e w o ul d h a v e b e e n o p e n e d t wi c e. T his 

w o ul d h a v e all o w e d f or m ulti pl e vi e ws s h o wi n g t h e dri v e h a d b e e n o p e n e d m ulti pl e ti m es. T h e 

s e c o n d e x pl a n ati o n is t h at t h e b a n kst at m e nt. b at fil es p e a k e d t h e i n di vi d u al’s i nt er est m or e t h a n 

t h e r es u m e. b at fil e di d. T his w o ul d a c c o u nt f or t h e i n di vi d u als cli c ki n g o n t h e fil es m ulti pl e 

ti m es gi vi n g m or e t h a n t w o vi e ws o n t h e w e bsit e ass o ci at e d wit h t h e c orr es p o n di n g U S B fl as h 

dri v e. 
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S u m m a r y of U S B Fl as h D ri v e D r o p 

T h e i d e a of t h e e x p eri m e nt w as t o d e m o nstr at e w h et h er e n d- us ers k e e p i nf or m ati o n t h e y 

h a v e s e c ur e d. Si m ul ati n g a s o ci al e n gi n e eri n g t a cti c t o l o g w h et h er or n ot fil es fr o m t h e U S B 

fl as h dri v e h a d b e e n o p e n e d b y a str a n g er. T h e r es ults t o t h e e x p eri m e nt s h o w t h at t h e s o ci al 

e n gi n e eri n g t a cti c w o ul d w or k a n d t h at if t h e U S B fl as h dri v es h a d b e e n fill e d wit h m ali ci o us 

c o d e f or m ali ci o us i nt e nt, 4 0 p er c e nt of p e o pl e ar e li k el y t o f all f or t h e att a c k. 

T h e e x p eri m e nt als o pr o v es t h e hi g h er t h e i n di vi d u al’s c uri osit y, t h e m or e li k el y t h e y 

w er e t o cli c k o n t h e fil e. Si n c e t h e e x p eri m e nt w as s u c c essf ul, it is f air t o s a y t h at U S B fl as h 

dri v es l o a d e d wit h m ali ci o us c o d e t h at a ut o m ati c all y d o w nl o a d w h e n c o n n e ct e d t o a c o m p ut er, 

wit h o ut t h e us er’s k n o wl e d g e, will l e a v e t h e e n d- us er e x p os e d. T his d e m o nstr at es t h at n e arl y 

h alf of t h e e n d- us ers i n t his e x p eri m e nt ar e s us c e pti bl e t o l e a vi n g i nf or m ati o n e x p os e d a n d b ei n g 

a s e c urit y ris k. 

A n o n y m o us S u r v e y 

T h e s e c o n d p art of m y e x p eri m e nt d e als wit h a n a n o n y m o us s ur v e y of 1 8 t o 2 4 y e ar ol ds. 

T h e 1 8- 2 4 y e ar ol ds w er e s ur vi v e d a n o n y m o usl y a n d w er e as k e d g e n er al q u esti o ns a b o ut t h eir 

c y b er s e c urit y h a bits. E a c h r es p o ns e b y t h e 1 8- 2 4 y e ar ol ds g a v e a n a d diti o n al i nsi g ht i nt o e n d-

us er s e c urit y m o vi n g f or w ar d. 

E a c h q u esti o n w as br o k e n d o w n f or si m pl e u n d erst a n di n g. T h e s ur v e y i n di c at es t h at t h e 

1 8 t o 2 4 y e ars ol ds w h o w er e s ur v e y e d i nt er a ct wit h t e c h n ol o g y d ail y. Wit h t his i nt er a cti o n, I 

w a nt e d t o s e e h o w s e c urit y c o ns ci o us t h e y w er e. Fi g ur e 6 : C o m p ut er D e cisi o ns, s h o ws t h at o v er 

8 0 p er c e nt of t h e 1 8- 2 4 y e ar ol ds s ur v e y e d b eli e v e d t h eir a cti o ns o nli n e h a v e c o ns e q u e n c es. 
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Aff e ct s  of  m y  C o m p ut er  o n  Ot h er s  

Y es		  N o  

Fi g ur e 6 : C o m p ut er D e cisi o ns 

S e c u rit y 

T h e 1 8- 2 4 y e ar ol ds s ur v e y e d di d n ot t hi n k c h a n gi n g t h eir p ass w or ds w as r el e v a nt u nl ess 

as k e d t o d o s o. I n f a ct, 7 7 p er c e nt of t h e 1 8- 2 4 y e ar ol ds s ur v e y e d us e d t h e s a m e p ass w or d f or 

m ulti pl e a c c o u nts. T h e 1 8- 2 4 y e ar ol ds s ur v e y e d, e x pl ai n e d t h at t h eir p ass w or ds w o ul d b e 

diff er e nt o nl y if t h e p ass w or d as k e d f or a v ari et y of c h ar a ct eristi cs. I n a d diti o n, t h e 1 8- 2 4 y e ar 

ol ds s ur v e y e d, b eli e v e d s h ari n g us er n a m e a n d p ass w or d cr e d e nti als w as s o m eti m es a g o o d i d e a 

d e p e n di n g o n t h e sit u ati o n. 5 8 p er c e nt s h ar e d l o gi n i nf or m ati o n wit h ot h ers. O n e r e as o n w o ul d 

b e t o s h ar e N etfli x a c c o u nt i nf or m ati o n s o m ulti pl e a c c o u nts di d n ot h a v e t o b e p ur c h as e d. 

F urt h er m or e, t h e 1 8- 2 4 y e ar ol ds s ur v e y e d s a w n o h ar m i n g etti n g u p a n d w al ki n g a w a y 

fr o m t h eir c o m p ut er w hil e it w as still l o g g e d i n. N ot a si n gl e 1 8- 2 4- y e ar- ol d w h o w as s ur v e y e d 

t h o u g ht l e a vi n g t h eir c o m p ut er u n att e n d e d w as a b a d i d e a. M a n y of t h e 1 8- 2 4 y e ar ol ds s ur v e y e d 

e x pl ai n e d t h at t h e c o m p ut ers ar e n e v er l eft i n p u bli c pl a c es u n att e n d e d a n d t h at as l o n g as t h e y 

w er e wit h a fri e n d it w o ul d b e s af e. T h e t h o u g ht pr o c ess w as if a tr ust e d p ers o n w as n e ar t h eir 

c o m p ut er n ot hi n g c o ul d g o wr o n g. 
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T h e 1 8- 2 4 y e ar ol ds s ur v e y e d als o h a d a u ni q u e a p pr o a c h t o w ar ds o p e ni n g u n k n o w n 

li n ks. E v er y 1 8- 2 4 y e ar ol ds s ur v e y e d a gr e e d t h e y h a v e at o n e p oi nt i n ti m e o p e n e d u n k n o w n 

li n ks. S o m e of t h e 1 8- 2 4 y e ar ol ds s ur v e y e d ar g u e d t h at all li n ks ar e u n k n o w n a n d t h at t h e y 

c a n n ot b e k n o w n u nl ess t h e y ar e o p e n e d. Ot h ers s ai d t h e y cli c k o n p o p- u ps if t h e y l o o k li k e 

g a m es or a d v ertis e m e nts f or d e als o n A m a z o n. T h e 1 8- 2 4 y e ar ol ds s ur v e y e d a gr e e d t h at at s o m e 

p oi nt i n t h eir lif e t h e y h a d cli c k e d o n a n u n k n o w n li n k t h at i nf e ct e d t h eir c o m p ut er a n d or 

d estr o y e d it. 

T h e 1 8- 2 4 y e ar ol ds s ur v e y e d all a gr e e d t h e y us e o p e n Wi- Fi n et w or ks. T his w as a n ot h er 

c as e w h er e all t h e 1 8- 2 4 y e ar ol ds s ur v e y e d a gr e e d t h e y h a v e c o n n e ct e d t o fr e e Wi- Fi b ef or e. 

S o m e ar g u e d t h e y h a d c o n n e ct e d t o Xfi nit y Wi- Fi, w hi c h t h e y p a y f or i n t h eir o w n I nt er n et 

p a c k a g e. N o n e of t h e 1 8- 2 4 y e ar ol ds s ur v e y e d s a w t h e h ar m i n usi n g t h e fr e e I nt er n et. T h e y 

b eli e v e d t h e fr e e Wi- Fi w as f or a n y o n e t o us e a n d di d n ot s e e a n y c o ns e q u e n c e i n usi n g p u bli c 

Wi -Fi. 

U p o n f urt h er q u esti o ni n g, m or e t h a n h alf t h e 1 8- 2 4 y e ar ol ds s ur v e y e d a gr e e d t h e y h a d 

l o o k e d at p ers o n al i nf or m ati o n o n t h eir d e vi c es c o n n e ct e d t o p u bli c Wi- Fi. T his i nf or m ati o n 

i n cl u d e d t hi n gs li k e b a n k st at e m e nts, p ur c h asi n g it e ms o n A m a z o n, or e v e n l o g gi n g i nt o 

fi n a n ci al ai d i nf or m ati o n. 

1 8- 2 4 Y e a r Ol ds a n d U S B Fl as h D ri v es 

W h e n it c a m e t o fi n di n g U S B fl as h dri v es, t h e 1 8- 2 4 y e ar ol ds s ur v e y e d h a d a u ni q u e 

a p pr o a c h. At first, w h e n as k e d w h at t h e y w o ul d d o wit h fi n di n g a U S B fl as h dri v e t h at w as n ot 

t h eirs, m a n y of t h e 1 8- 2 4 y e ar ol ds s ur v e y e d h esit at e d. Aft er t hi n ki n g a b o ut it, m a n y of t h e 1 8- 2 4 

y e ar ol ds s ur v e y e d a gr e e d t h e y w o ul d l e a v e t h e U S B fl as h dri v e al o n e . T h e f oll o w u p q u esti o n, 
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w as fi g uri n g o ut w h at t h e 1 8- 2 4 y e ar ol ds s ur v e y e d w o ul d d o if t h e y f o u n d a U S B fl as h dri v e 

a n d di d n ot l e a v e it al o n e. 8 3 p er c e nt of t h e 1 8- 2 4 y e ar ol ds s ur v e y e d a gr e e d t h e y w o ul d pl u g t h e 

d e vi c e i nt o a c o m p ut er t o s e e if s o m e o n e h a d a d o c u m e nt wit h t h eir n a m e o n it wit hi n t h e d e vi c e. 

If t h e y di d t h e y mi g ht b e a bl e t o gi v e it b a c k t o t h e c orr e ct o w n er. If it di d n ot, t h e n t h e y w o ul d 

m or e t h a n li k el y k e e p it f or t h e ms el v es . 

S n a p c h at 

E a c h 1 8- 2 4 y e ar ol ds s ur v e y e d o w ns or h as a c c ess t o s o m e t y p e of I nt er n et a c c essi bl e 

d e vi c e. Fi g ur e 7 : St u d e nt D e vi c es, s h o ws t h e n u m b er of st u d e nts wit h I nt er n et a c c ess e d d e vi c es. 

T h es e d e vi c es ar e c at e g ori z e d b y h o w m a n y 1 8- 2 4 y e ar ol ds s ur v e y e d o w n t h e d e vi c e. E a c h of 

t h e 1 8- 2 4 y e ar ol ds s ur v e y e d h a v e at l e ast o n e of t h e d e vi c es. M a n y h a v e m ulti pl e. 

D e vi c e d  	 O w n e d S m art p h o n e  

T a bl et	  
Ni nt e n d o  

Pl a y St ati o n  L a pt o p  

X b o x  I p o d 

I p a d 
I p o d 

L a pt o p  

I p a d 

X b o x  

T a bl et	  Pl a y St ati o n  
S m art p h o n e  

Ni nt e n d o  

0	  5	  1 0	  1 5	  2 0	  2 5	  3 0	  3 5	  

Fi g ur e 7 : 1 8- 2 4 Y e ar Ol d D e vi c es 

S n a p c h at is a p o p ul ar a p p a m o n gst t h e 1 8- 2 4 y e ar ol d p o p ul ati o n. All 1 8- 2 4 y e ar ol ds 

s ur v e y e d h a d t h e a p pli c ati o n i nst all e d o n s o m e t y p e of d e vi c e m e nti o n e d a b o v e, mi n us t h e X b o x, 

Pl a y St ati o n, a n d Ni nt e n d o. E a c h st u d e nt h a d a gr e e d t h e y us e t h e a p pli c ati o n S n a p c h at t o 
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c o m m u ni c at e wit h t h eir fri e n ds, a n d i n s o m e c as e f a mil y. W h e n as k e d if t h e a p pli c ati o n w as 

s h ari n g t h eir l o c ati o ns, t h e 1 8- 2 4 y e ar ol ds all a gr e e d t h e a p pli c ati o n w as. 1 8- 2 4 y e ar ol ds 

s ur v e y e d a gr e e d wit h o ut t h e a p pli c ati o n s h ari n g t h eir l o c ati o n, c ert ai n filt ers w o ul d n ot b e a bl e t o 

b e pr es e nt. 

X b o x- Pl a y St ati o n Li v e 

Fi g ur e 7 : 1 8- 2 4- Y e ar -Ol d D e vi c es, s h o ws a s m all p er c e nt a g e of 1 8- 2 4 y e ar ol ds h a d 

g a mi n g c o ns ol es. Of t h e 1 8- 2 4 y e ar ol ds w h o h a d t h es e g a mi n g c o ns ol es, 9 3 p er c e nt h a d a c c ess 

t o pl a y wit h str a n g ers vi a t h e I nt er n et. T his all o ws f or t h e 1 8- 2 4 y e ar ol ds t o pl a y wit h t h eir 

fri e n ds al o n g wit h str a n g ers. 

A p pli c ati o ns Us e d 

A p pli c ati o ns c a n r a n g e fr o m a v ari et y of t hi n gs: c o o ki n g, f as hi o n, w ar, or e v e n fl o w 

c h arts. D e p e n di n g o n a g e, a p pli c ati o ns h a v e a t ar g et a u di e n c e. F or 1 8- 2 4 y e ar ol ds, a p pli c ati o ns 

m ai nl y i n v ol v e c o n n e cti n g wit h p e o pl e. S o m e of t h e a p pli c ati o ns i n v ol v e g a m es. T h e m ost 

d o w nl o a d e d a p pli c ati o n b y 1 8- 2 4 y e ar ol ds w as S n a p c h at, f oll o w e d b y c o m m u ni c ati o n 

a p pli c ati o ns: F a c e b o o k, T witt er, I nst a gr a m, W h ats a p p, Ti n d er, a n d Li n k e dI n. S o m e of t h e 1 8 - 2 4 

y e ar ol ds a p pli c ati o ns i n cl u d e d g a mi n g: Cl as h of Cl a ns, X b o x, a n d Cl as h R o y al e. E nt ert ai n m e nt 

a p pli c ati o ns w er e als o a bi g d o w nl o a d f or 1 8- 2 4 y e ar ol ds: N etfli x, H ul u, G o o gl e H o m e, T wit c h, 

Str e a m T V, a n d Y o u T u b e. 

S u r v e y S u m m a r y 

T h e i d e a of t h e a n o n y m o us s ur v e y w as t o g ai n a n u n d erst a n di n g of t h e y o u n g er 

g e n er ati o ns vi e w o n c y b er s e c urit y. T h e p ur p os e w as t o s e e if t h e y o u n g er g e n er ati o n w as a m or e 

s e c ur e e n d- us er t h e n t h e pri or g e n er ati o ns. U nf ort u n at el y, it s e e ms t h at t h e y o u n g er g e n er ati o n is 
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j ust as v ul n er a bl e as t h e ol d er g e n er ati o ns. 

T h e c o n cl usi o n c a n b e m a d e t h at c y b er s e c urit y is n ot g etti n g a n y b ett er. All t h e 1 8- 2 4 

y e ar ol ds s ur v e y e d s a w n o h ar m i n vi ol ati n g b asi c c y b er s e c urit y pr ot o c ols, s u c h as l e a vi n g a 

c o m p ut er l o g g e d i n a n d u n att e n d e d. T h e s ur v e y h el ps s u p p ort t h at at a n y a g e, e n d- us ers ar e a 

s er i o us t hr e at t o w ar ds i nf or m ati o n s e c urit y. 

C h a pt e r 5 

S u m m a r y of Fi n di n gs: U S B 

M y fi n di n gs fr o m m y U S B fl as h dri v e dr o p e x p eri m e nt s h o w e d t h at 2 o ut of 5 p e o pl e ar e 

v ul n er a bl e t o a s o ci al e n gi n e eri n g att a c k usi n g U S B fl as h dri v es. T his i nf or m ati o n c o n cl u d es t h at 

e n d- us ers ar e s us c e pti bl e t o f alli n g vi cti m t o s o ci al e n gi n e eri n g t a cti cs t h at l e a v e t h eir 

i nf or m ati o n v ul n er a bl e. 

F urt h er m or e, t h e U S B fl as h dri v e e x p eri m e nt s h o w e d t h at fil es c o nt ai ni n g t h e w or ds, 

b a n k st at e m e nt, w er e m or e li k el y t o b e o p e n e d t h e n fil es c o nt ai ni n g t h e w or d, r es u m e. T his 

i nf or m ati o n c o n cl u d es t h at e n d- us ers wit h a p e a k e d i nt er est c a n f all vi cti m t o b e c o mi n g 

v ul n er a bl e t o w ar ds e x p osi n g t h eir i nf or m ati o n. 

If e n d- us ers ar e willi n g t o pl u g a n u n k n o w n U S B fl as h dri v e i nt o t h eir c o m p ut er, t h at w as 

f o u n d at a s u p er m ar k et, t h e n e n d- us ers ar e m or e t h a n li k el y t o d o t h e s a m e if t h e u n k n o w n U S B 

fl as h dri v e w as f o u n d i n t h eir w or k p ar ki n g l ot. T his d e m o nstr at es h o w e n d- us ers c a n l e a v e a 

c o m p a n y e x p os e d t o a n att a c k. T h e U S B fl as h dri v e e x p eri m e nt w as a n o n-i ntr usi v e e x p eri m e nt. 

T h e e n d- us er h a d t o pi c k u p t h e u n k n o w n U S B fl as h dri v e, pl u g t h e U S B fl as h dri v e i nt o his or 

h er c o m p ut er, o p e n t h e c o nt e nts of t h e U S B fl as h dri v e, a n d cli c k o n t h e d o c u m e nt i n t h e U S B 

fl as h dri v e. O n c e all of t h at h a d b e e n d o n e, t h e c o nt e nts of t h e U S B fl as h dri v e w o ul d si m pl y 
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o p e n a w e bsit e a n d d o n ot hi n g m or e. T h e w e bsit e c o ul d b e cl os e d a n d t h e c o nt e nts of t h e U S B 

fl as h dri v e c o ul d b e d el et e d. T h e e x p eri m e nt v ali d at es, if a n e n d- us er is willi n g t o g o t hr o u g h all 

t h os e st e ps t o s e e w h at c o nt e nts ar e o n t h e U S B fl as h dri v e, t h e n t h e s a m e e n d- us er is willi n g t o 

pl u g a n u n k n o w n U S B fl as h dri v e i nt o his or h er c o m p ut er t h at d o w nl o a ds m ali ci o us c o d e 

wit h o ut t h e k n o wl e d g e of t h e e n d- us er. T h e e n d- us er w o ul d t h e n b e t h e c a us e of t h e n e w t hr e at 

t o eit h er t h e c o m p a n y’s i nf or m ati o n or t h eir o w n p ers o n al i nf or m ati o n. 

T h e U S B fl as h dri v e dr o p e x p eri m e nt als o d e m o nstr at es h o w t h e s o ci al e n gi n e eri n g t a cti c 

c a n pl a y t o w ar ds a l o n g c o n. F or e x a m pl e, w hil e c o n d u cti n g t h e e x p eri m e nt 7 5 p er c e nt of t h e 

p e o pl e w h o pl u g g e d t h e o w n u n k n o w n U S B fl as h dri v e i nt o t h eir c o m p ut er di d s o t h e s a m e d a y 

t h e U S B fl as h dri v es w er e dr o p p e d. T his l e a v es 2 5 p er c e nt b ei n g o p e n e d s e v er al d a ys l at er. T his 

d at a i n di c at es t h at t h e i n di vi d u al pi c k e d u p t h e U S B fl as h dri v e a n d t o o k it h o m e a n d f or g ot 

a b o ut it. M or e t h a n li k el y t h e U S B fl as h dri v e d e vi c e w as eit h er f o u n d at h o m e d a ys l at er or w as 

f o u n d w h e n it w as n e e d e d. Eit h er w a y t h e U S B fl as h dri v e w as pl u g g e d i nt o t h e c o m p ut er. T h e 

us er m a y or m a y n ot h a v e r e ali z e d t h e U S B fl as h dri v e w as t h e u n k n o w n o n e t h e y h a d f o u n d. 

T his o p e ns t h e ar g u m e nt t h at e v e n t h o u g h t h e U S B fl as h dri v e d e vi c e w as n ot o p e n e d t h e d a y it 

w as f o u n d it c o ul d h a v e b e e n c o nf us e d wit h a d e vi c e t h at b el o n g e d t o t h e o w n er a n d w as us e d i n 

pl a c e of t h e a ct u all y o w n e d d e vi c e. T his m e a ns if s o m e o n e w h er e t o p ut m ali ci o us c o d e o n t h e 

u n k n o w n d e vi c e a n d t h e i n di vi d u al w h o f o u n d t h e u n k n o w n d e vi c e t o o k it h o m e a n d f or g ot 

a b o ut it, t h e m ali ci o us c o d e w o ul d h a v e a gr e at er c h a n c e of m a ki n g it o n a c o m p ut er d a ys l at er. 

T h e i n di vi d u al w o ul d mist a k e t h e u n k n o w n U S B fl as h dri v e as o n e of his or h er o w n. T his w o ul d 

l e a d t o t h at i n di vi d u al eit h er e x p osi n g t h eir o w n p ers o n al d at a or p ossi bl y t a ki n g t h e i nf e ct e d 

d e vi c e t o w or k, b e c a us e t h e y t hi n k it is o n e of t h eir o w n, a n d pl u g gi n g it i nt o a w or k c o m p ut er. 

Eit h er w a y t h e e n d- us er is bri n gi n g i n t h e t hr e at. 
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S u m m a r y of Fi n di n gs: S u r v e y 

M y fi n di n gs f or t h e s ur v e y p orti o n i n cl u d e t h e y o u n g er g e n er ati o n is n ot a n y m or e s e c ur e 

t h e n t h e ol d er g e n er ati o n. W hil e c o n d u cti n g t h e s ur v e y o n 1 8- 2 4 y e ar ol ds, I f o u n d t h at si m pl e 

c y b er s e c urit y r ul es w er e b ei n g vi ol at e d. F or e x a m pl e, all t h e 1 8- 2 4 y e ar ol ds h a d a gr e e d t h e y 

h a v e us e d p u bli c Wi- Fi t o c h e c k p ers o n al i nf or m ati o n. T his p ers o n al i nf or m ati o n c a n st e m fr o m 

fi n a n ci al ai d t o b a n k st at e m e nts t o p ur c h asi n g it e ms o n w e bsit es. R e g ar dl ess, all 1 8 t o 2 4 y e ar 

ol ds a gr e e d t h e y h a d d o n e it at s o m e p oi nt i n ti m e. T his c o ul d l e a v e t h e m v ul n er a bl e t o att a c ks 

o n t h eir d e vi c e d e p e n di n g o n s e c ur e t h e tr a ns a cti o ns ar e. 

I als o f o u n d t h at 7 7 p er c e nt of t h e 1 8- 2 4 y e ar ol ds w h o w er e s ur v e y e d us e d t h e s a m e 

p ass w or d f or m ulti pl e a c c o u nts. T h e o nl y ti m e t h es e i n di vi d u als w o ul d c h a n g e t h eir p ass w or ds 

w as if t h e y w er e as k e d t o d o s o, ot h er wis e t h e p ass w or d st a y e d t h e s a m e. I n cl u d e d i n t h at 

p er c e nt a g e is t h e a m o u nt of p e o pl e w h o us e d t h e s a m e p ass w or d f or m ulti pl e a c c o u nts. T h e l o gi c 

b e hi n d t h e s a m e p ass w or d w as it w as e as y t o r e m e m b er. T h e d o w nf all t o t his l o gi c is t h at t his 

l e a v es t h e us er v ul n er a bl e t o g etti n g e v er y a c c o u nt t h e y h a v e cr e at e d h a c k e d i nt o. K e e pi n g t h e 

s a m e p ass w or d f or e a c h a c c o u nt l e a v es t h at e n d- us er v ul n er a bl e. 

I n a d diti o n t o usi n g t h e s a m e p ass w or d o n m ulti pl e a c c o u nts, 5 8 p er c e nt of t h e 1 8- 2 4 y e ar 

ol ds s ur v e y e d a d mitt e d t o s h ari n g us er n a m e a n d p ass w or d i nf or m ati o n wit h m ulti pl e p e o pl e. T h e 

ar g u m e nt w as s h ari n g t h e l o gi n cr e d e nti als wit h ot h ers all o ws f or o nl y o n e s u bs cri pti o n of 

s o m et hi n g t o b e b o u g ht. F or e x a m pl e, m a n y of t h e 1 8- 2 4 y e ar ol ds s h ar e d N etfli x or H ul u 

a c c o u nts wit h t h eir fri e n ds. T h e d o w nf all t o s h ari n g a c c o u nts wit h ot h ers is it l e a v es t h e pri m ar y 

a c c o u nt h ol d er’s i nf or m ati o n a v ail a bl e t o a n y o n e w h o h as a c c ess t o t h e a c c o u nt. Billi n g a n d 

cr e dit c ar d i nf or m ati o n c a n t h e n b e st ol e n. 
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O ut of all t h e 1 8- 2 4 y e ar ol ds w h o w er e s ur v e y e d, 8 3 p er c e nt a gr e e d t h e y w o ul d pl u g a n 

u n k n o w n U S B fl as h dri v e i nt o t h eir c o m p ut ers. M a n y di d n ot s e e h o w t h e U S B fl as h dri v e c o ul d 

h ar m t h e m i n a n y w a y a n d fi g ur e d t h e U S B fl as h dri v e w as n o w t h eirs. N ot a si n gl e p ers o n 

s ur v e y e d t h o u g ht a b o ut t h e n e g ati v e c o ns e q u e n c es t h e U S B fl as h dri v e c o ul d h a v e o n t h eir 

c o m p ut er. W h e n it c a m e t o U S B fl as h dri v e s e c urit y, t h e c o ns e ns us w as t h at U S B fl as h dri v es 

c a n o nl y h ol d i nf or m ati o n a n d if t h er e w er e i nf or m ati o n o n t h e d e vi c e t h at w as h ar mf ul t h e 

c o m p ut er w o ul d c at c h it b ef or e it c o ul d dis p ers e o n t h e c o m p ut er. 

W h e n it c a m e t o usi n g a p pli c ati o ns, t h e 1 8- 2 4 y e ar ol ds s ur v e y e d all a gr e e d t h e y us e 

a p pli c ati o ns li k e S n a p c h at wit h l o c ati o n s h ari n g c a p a bilit y. N o n e of t h e s ur v e y e d p o p ul ati o n s a w 

a n y h ar m i n s h ari n g l o c ati o ns wit h fri e n ds. I n f a ct, m a n y b eli e v e d t h e l o c ati o n s h ari n g c a p a bilit y 

w as a p ositi v e r at h er t h a n a n e g ati v e b e c a us e it all o w e d f or f a mil y m e m b ers a n d fri e n ds t o b e 

tr a c k e d. 

T h e U S B fl as h dri v e e x p eri m e nt a n d 1 8- 2 4- y e ar- ol d s ur v e y b ot h s h o w t h e l a c k of e n d-

us er s e c urit y. A c o n cl usi o n c a n b e m a d e t h at e n d- us ers will al w a ys s a crifi c e s e c urit y f or 

c o n v e ni e n c e. I n t er ms of t h e U S B fl as h dri v e dr o p e x p eri m e nt; i n di vi d u als w h o pi c k e d u p t h e 

dri v es w er e d oi n g s o f or eit h er t h e p ur p os e of a fr e e U S B fl as h dri v e or i n t er ms t o fi n d its 

o w n er. R e g ar dl ess of t h eir d e cisi o n, t h e i n di vi d u als w h o pi c k e d u p a n d pl u g g e d t h e U S B fl as h 

dri v es i nt o t h eir c o m p ut ers t hr e w s e c urit y o ut t h e wi n d o w. 

I n t er ms of t h e 1 8- 2 4 y e ar ol ds w h o w er e s ur v e y e d, all of t h e m w er e s a crifi ci n g s e c urit y 

f or c o n v e ni e n c e i n s o m e w a y. S o m e w h er e s h ari n g l o gi n i nf or m ati o n t o s h ar e a c c o u nts, ot h ers 

w er e s h ari n g l o c ati o ns, a n d m a n y w er e usi n g si mil ar p ass w or ds, w hi c h n e v er c h a n g e d, f or 

m ulti pl e a c c o u nts. Eit h er w a y, t h e st u d y s h o ws i n t er ms of s e c urit y, e n d- us ers ar e m or e li k el y t o 
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gi v e u p s e c urit y t o k e e p t hi n gs si m pl e. 

F u rt h e r St u d y 

T h e U S B Fl as h dri v e dr o p e x p eri m e nt w as d o n e i n a hi g h tr affi c k e d p u bli c s etti n g. T h e 

i d e a w as t o s e e h o w v ul n er a bl e e n d- us ers ar e wit h p ers o n al i nf or m ati o n. If a n e n d- us er w as t o 

pi c k u p t h e U S B fl as h dri v e a n d pl u g it i nt o t h eir c o m p ut er a n d o p e n t h e c orr es p o n di n g 

d o c u m e nts t h a n t h e c o n cl usi o n c a n b e dr a w n t h e y w o ul d b e s us c e pti bl e t o t h e s a m e t a cti c wit h a 

U S B fl as h dri v e h ol di n g m ali ci o us d at a. A n a d diti o n al st u d y w o ul d b e t o g et p er missi o n fr o m a 

c or p or ati o n or l ar g e b usi n ess a n d d o t h e s a m e e x p eri m e nt wit h t h e e m pl o y e es of t h e c o m p a n y. If 

t h e g e n er al e n d- us er is v ul n er a bl e t o t h e s o ci al e n gi n e eri n g t a cti c it w o ul d b e a r e as o n a bl e 

ass u m pti o n t h at s o m e of t h e e m pl o y e es of t h e c o m p a n y w o ul d als o b e v ul n er a bl e. 

It w o ul d als o b e i nt er esti n g t o c o n d u ct t h e e x p eri m e nt i n diff er e nt c o u ntri es. Si mil ar 

st u di es h a v e b e e n c o n d u ct e d i n A m eri c a, b ut I di d n ot r u n a cr oss a n y st u di es i n ot h er c o u ntri es. It 

w o ul d b e i nt er esti n g t o fi n d o ut if e n d- us ers i n ot h er c o u ntri es ar e as r el a x e d o n s e c urit y as e n d-

us ers ar e i n A m eri c a. 

I n a d diti o n, f urt h er st u d y of t h e s ur v e y c o ul d als o b e g e ar e d t o w ar ds ol d er a n d y o u n g er 

p e o pl e. It w o ul d b e i nt er esti n g t o s e e w h et h er ol d er or y o u n g er e n d- us ers als o tr a d e s e c urit y f or 

c o n v e ni e n c e. 
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A p p e n di x 

1 8- 2 4 Y e a r Ol d S u r v e y 

Q u esti o n 

1. W h at I d o o n m y c o m p ut er c o ul d aff e ct ot h er p e o pl e ? 

a. Y es: 2 5 

b.  N o: 6 

2. I us e t h e s a m e p ass w or d f or e v er yt hi n g ? 

a. Y es: 2 4 

b.  N o: 7 

3. D o y o u w al k a w a y fr o m y o ur c o m p ut er w hil e it is still l o g g e d i n ? 

a. Y es: 3 1 

b.  N o: 0 

4. D o y o u o p e n u n k n o w n li n ks w hil e o n t h e I nt er n et ? 

a. Y es: 3 1 

b.  N o: 0 

5. D o y o u s h ar e y o ur us er n a m e a n d p ass w or d wit h a n y o n e ? 

a. Y es: 1 8 

b.  N o: 1 3 

6. D o y o u c h a n g e y o ur p ass w or ds fr e q u e ntl y ? 

a. Y es: 3 

b.  N o: 2 8 

7. W o ul d y o u pl u g a n u n k n o w n U S B fl as h dri v e i nt o y o ur c o m p ut er ? 
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a. Y es: 2 6 

b.  N o: 5 

8. H o w m a n y p e o pl e h a v e a s m art p h o n e, t a bl et, l a pt o p, i P o d, or i P a d ? 

a. S m art p h o n e: 3 1 

b.  T a bl et: 1 5 

c. L a pt o p: 3 1 

d.  i P o d: 2 8 

e. i P a d: 2 2 

9. H o w m a n y p e o pl e h a v e a X b o x, Pl a y St ati o n, or Ni nt e n d o ? 

a. X b o x: 1 8 

b. Pl a y St ati o n: 9 

c. Ni nt e n d o: 2 

1 0. D o y o u c o n n e ct y o ur d e vi c e t o p u bli c Wi- Fi ? 

a. Y es: 3 1 

b.  N o: 0 

1 1. D o y o u us e S n a p c h at ? 

a. Y es: 3 1 

b. N o: 0 

1 2. D o y o u s h ar e y o ur l o c ati o n o n S n a p c h at ? 

a. Y es: 3 1 

b. N o: 0 

1 3. W h at a p pli c ati o ns d o y o u us e o n y o ur d e vi c es ? 

a. E nt ert ai n m e nt: N etfli x, H ul u, Y o u T u b e, G o o gl e H o m e, Cl as h of Cl a ns, Cl as h 
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R o y al e, Pi ntr est, T wit c h, a n d St e a m T V 

b. S o ci al: S n a p c h at, T witt er, F a c e b o o k, I nst gr a m, W h ats A p p, Ti n d er, Li n k e dI n, 

Sl a c k, a n d U b er, 

c. M usi c: S p otif y a n d P a n d or a 
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	USB flash drives are given away at events for free with company logos on them. End-users use the flash drives for storing and transporting information. This makes them the perfect target for exploiting a system. The study will deduce whether or not end-users are likely to click 
	USB flash drives are given away at events for free with company logos on them. End-users use the flash drives for storing and transporting information. This makes them the perfect target for exploiting a system. The study will deduce whether or not end-users are likely to click 
	on files found on an unknown USB flash drive. Similar studies have found end-users are likely to pick up the USB flash drive, but also plug the device into their computers. 


	The Purpose of the Study 
	The Purpose of the Study 
	The purpose of the study is to see how secure end-users are with personal and corporate information. Cyber attacks can come in all shapes and sizes, but this study focuses on the likelihood of an end-user plugging a USB flash drive into a computer and clicking on the files. If an end-user picks up the unknown USB flash drive, plugs the drive into his or her computer, and opens the files inside, the end-user will demonstrate whether the end-user can keep data secure or not. 

	Rationale 
	Rationale 
	The rationale of the study is to determine if end-users are more or less susceptible to social engineering techniques and how secure they are with personal and corporate information. In this study, I will deploy unknown USB flash drives. The goal of the study is to help educate end-users with security awareness. This will be done by using the data collected from the USB flash drive drop experiment, along with a survey, to see if end-users fall for social engineering tactics. The end game is to help end-user

	Problem Statement 
	Problem Statement 
	How secure are end-users with data? This question will be measured in two ways. The first way is by doing a USB flash drive drop experiment to see the likelihood of end-users plugging an “unknown flash drive” into their computer and opening the files. The second way of 
	measurement will be done through a basic end-user security survey. 

	Significance of the Study 
	Significance of the Study 
	The significance of the study is to help educate end-users from being exploited by attackers. The outcome of the experiment and survey will measure how far end-users are willing to dismantle their security?. The study can help professionals educate staff members on new tactics that can leave employees exposed. 

	Definitions of Terms 
	Definitions of Terms 
	USB-Universal Series Bus 
	Trojan Horse-Hiding a virus in something you would not expect a virus to be in. 
	HTML-Hypertext Markup Language 
	Malware-Software intended to harm a computer. 
	Virus-malware that modifies computer code. 
	Ransomware-Holding information hostage until a sum of money is paid to access the 
	decipher key. 
	Key Logger-Program that records all keystrokes on a computer. 
	GB/MB-Gigabyte/megabyte. 
	CIA Triad-confidentiality, integrity, and availability. Standards for cyber security. 
	Social Engineering-Using and manipulating people to gain private information. 
	Worm-type of malware that duplicates and infects all available computers 

	Assumptions and Limitations 
	Assumptions and Limitations 
	There are several assumptions for the USB flash drive drop experiment. The first assumption is that all 20 USB flash drives work accordingly. All USB flash drives were tested before being placed in the field. Second assumption is that subjects who picked up the unknown USB flash drives had a computer with Internet access. The final assumption and ultimate assumption, is that someone would pick up the USB flash drive at the very least. 
	There are several limitations for the USB flash drive drop experiment. The first being the autorun script only working on the windows operating system with Google chrome or Mozilla Firefox downloaded on the computer. The second limitation in the USB flash drive experiment is the weather. Since the flash drives were left outside the weather could play a role in why the devices were not used. In addition to the weather, vehicles are also seen as a limitation. Because the USB flash drives were left in crowded 
	The assumption that all individuals surveyed can read and write in English at or above a 5th grade reading level with the ability to comprehend what he or she is being asked. 
	The limitation for the survey portion is narrowed down to 31 people. The individuals surveyed are anonymous. 

	Chapter 2 
	Chapter 2 
	With technology being so prevalent in our lives, information security professionals have a harder time securing information. With technology being such a big part of our lives, employees are bringing their own devices to work such as computers, tablets, and phones. These 
	With technology being so prevalent in our lives, information security professionals have a harder time securing information. With technology being such a big part of our lives, employees are bringing their own devices to work such as computers, tablets, and phones. These 
	devices all have the capability of connecting to the company network, which can cause harm to a business or organization. All of these devices connected to the network leave “more risk and a higher probability of an attacker causing mayhem from within an organization than from outside it” (Harris, 2013, p. 268). 


	CIA Triad 
	CIA Triad 
	An information security professional has three major goals: confidentiality, integrity, and availability (CIA triad). These three goals are critical in protecting assets (Harris, 2013). The more prevalent technology becomes in our daily lives, and the more we depend on technology for daily functions, the more security conscious users need to become. With attackers finding more creative ways to target victims, information security professionals need to be on high alert. All of the countermeasures in the worl

	Social Engineering 
	Social Engineering 
	Social engineering has always been a way for attackers to get information out of victims. According to Ciampa (2013) social engineering can stem from shoulder surfing, looking over shoulders for passwords, all the way to creating and implementing complex plans to steal employee credentials. Either way attackers prey on victims to get information they need. 
	A popular social engineering tactic is phishing. According to Hong (2012), phishing is when an attacker lures an individual into giving up information. This can be done by spoofing an email address to confuse the victim of who they are talking to or by embedding malware into an email that infects the victim’s computer. Regardless, the victim gives the attacker the 
	information he or she needs. This type of attack is a popular tactic for targeting a large-scale 
	population. According to Harris (2013), phishing attacks spiked in the early 2000’s but have been around since the early 90’s. In the past, users would fall victim to these attacks by thinking the links and emails they were receiving were from creditable sources and not from criminals. 
	Another social engineering tactic is shoulder surfing. Shoulder surfing is looking over an unsuspected person’s shoulder to gain login information including usernames and passwords (Ciampa, 2013). This type of social engineering is a basic attack, but can be catastrophic to the victim and their information. 
	Social engineering tactics work because the victim falls prey to trust. According to Krombholz, Hobel, Huber, and Weippl (2015), social engineering attacks work best when the attacker, through trust, has compromised the victim. The victim does what the attacker wants because he or she trusts the attacker and does not think what they are doing is harmful in any way. In this case, no matter what social engineering tactics are used, the attacker has infiltrated the targeted company. This then leaves the compan

	Logon Spoofing 
	Logon Spoofing 
	Logon spoofing tricks the victim into thinking that the logon screen they see is legitimate. Once the victim records his or her credentials into the spoofed logon, the information is recorded and given to the attacker. Then, the attacker is able to gain access into the system (Harris, 2013). This form of attack leaves the victim unsuspected and clueless to the attack until after the attacker has done his or her business. 
	This type of attack also leaves the end-user, or victim, subject to divulging information without their knowledge. The end-user believes he or she just typed their username in password 
	in wrong and that no harm was done. However, they just gave the attacker the same privileges 
	and authority they have access to. 

	Dictionary Attack/ Brute Force Attack 
	Dictionary Attack/ Brute Force Attack 
	Dictionary attacks use a list of words that are compared with a systems password file. Matched values indicate a password. To stop dictionary attacks, passwords need to be hashed, not sent in clear text, encrypted, complex, and changed often (Harris, 2013). These simple recommendations can help keep passwords secured from attackers leaving the victims more secure. 
	Brute force attacks are long drawn out attacks. Brute forcing a password consists of “trying every possible combination until the correct one is identified” (Harris, 2013, p. 270). This type of attack allows the attacker to gain access to passwords. Brute force and dictionary attacks are used together to help speed the process along. Both attacks are used when the attacker has access to the victim’s credentials. 

	USB Flash Drives 
	USB Flash Drives 
	USB flash drives are lightweight portable devices that can hold large amounts of data. USB flash drives are commonly used because they are easy to use and can transfer data back in forth between computers. USB flash drives are an easy way to copy and transfer information According to Yang (2004), USB flash drives are housing units that connect flash memory to a circuit board that can connect to commonly found USB’s in computers. USB flash drives have the capability of holding small or large amounts of data 
	This easy to use device makes it a perfect carrier of a new social engineering attack. USB flash drives can be loaded with any type of malicious code to attack victims. Placing malicious software on the device and having an unsuspected victim plug the device into a computer can cause catastrophic damage without the victim knowing. In this instance, the end-user may or may not know the damage that can be caused by plugging in an unknown USB flash drive. The end-user may believe the USB flash drive is harmles

	Additional Flash Drive Experiments 
	Additional Flash Drive Experiments 
	A similar experiment was conducted on a larger scale. According to Tischer et al. (2016), 297 USB flash drives were dropped on the University of Illinois campus. The USB flash drives were loaded with an HTML image that would track if the USB flash drives had been opened and would prompt users to an optional survey. This allowed for the team to see if the USB flash drive was opened, how long it took for the USB flash drive to be opened, and to gather feedback on why the USB flash drive was opened. The experi
	Tischer et al. (2016), explains the optional survey found 68% of end-users plugged the USB flash drive into a computer to find its owner. The purpose of plugging the USB flash drive into the computer was not for personal gain but to return the property. Tischer et al. (2016), also explains USB flash drives were dropped with and without a set of keys on them. The experiment found USB flash drives with keys were more likely to be returned to the researchers than USB flash drives without keys. In any case, the
	Tischer et al. (2016), explains the optional survey found 68% of end-users plugged the USB flash drive into a computer to find its owner. The purpose of plugging the USB flash drive into the computer was not for personal gain but to return the property. Tischer et al. (2016), also explains USB flash drives were dropped with and without a set of keys on them. The experiment found USB flash drives with keys were more likely to be returned to the researchers than USB flash drives without keys. In any case, the
	computer and executed the HTML files on them. 

	Tischer et al (2016) explains how the experiment was a success by explaining how a high number of flash drives were plugged into computers. The researchers concluded that USB flash drives would be a successful means of deploying a social engineering attack on an unsuspected victim. 

	USB Flash Drive Drop 
	USB Flash Drive Drop 
	An effective way for attackers to exploit the human element, or end-user, in a company is through USB flash drives. Two examples of this can be found through the Stuxnet worm and an experiment of flash drives dropped in a company parking lot. Both examples exploit the human element of end-users. 
	The first example of using a USB flash drive in a successful malicious manner can date back to 2010 when the Stuxnet worm infected an Iran nuclear plant. According to Eitel (2011), the Stuxnet worm was launched on Iran computers through a USB flash drive. The worm made a piece of equipment malfunction in the nuclear plant ultimately destroying the plant. 
	According to Johansson (2008), a test was done to see the effectiveness of installing a Trojan horse on a USB flash drive and dropping these devices throughout a company’s parking lot. The test was done with the owner’s permission to see how vulnerable end-users were to the company. The outcome of the experiment showed that the employees, or end-users, picked up the USB flash drives and plugged them into their work computers. This allowed the Trojan horse to be uploaded to the system leaving a backdoor, or 
	This experiment was done on a small scale focusing on a single company. The outcome 
	of the experiment yielded a high percentage of employees picking up the dropped flash drives 
	and plugging them into their computers. This experiment was done almost a decade ago; however, the outcome of the experiment should yield similar results today. 

	End-user Survey 
	End-user Survey 
	According to Moyle and Kelley (2012), in their recent survey, found that hacktivists and cybercriminals are among the most sever threats towards Information Technology (IT) professionals. The survey included over 100 IT professionals and found IT professionals are least likely to stop leaks coming from social media; however, the IT professionals feel they are making good progress in combating the situation. 
	Moyle and Kelley (2012) found that out of the 24 agencies surveyed only 7 of them complied with an above average rating in risk management and access management. With less than half the agencies not being able to score above average markings draws the questions of how secure employees are with the information they are being entrusted with. This brings us back to how secure employees are with data. 
	The results from Moyle and Kelley survey opens the door into training employees and the younger generation. If the next generation is made aware of cyber threats from an early age, they will be more inclined to combat the situation. Surveying a younger population may yield better results than what Moyle and Kelley found with IT professionals. 

	Summary 
	Summary 
	The human element has always been a popular target for attackers. Whether the attacker is sending out phishing emails, spoofing logons, or coming up with complex plans to steal data like the Stuxnet worm, end-users are always a good target. While information security professionals work to secure the technology side of things, attackers look to exploit other areas. 
	This is where end-users become victims to the attackers plans. 

	Research Question 
	Research Question 
	With social engineering on the rise, attackers look to exploit end-users. This can be done multiple ways, however for the sake of this experiment I focus mainly on the security consciousness of the end-user. The basic question being asked is, ‘how likely are end-users to open files on an unknown USB flash drive?’ The experiment focuses on the human element of the end-users and whether or not they would be susceptible to leaving their employers and themselves at risk. Opening the files would demonstrate the 
	In addition to the previous questions, the experiment will show how secure end-users are with data in a survey portion. The survey will focus on how security conscious end-users are with the technology they have at their disposal. The survey will give insight on how educated end-users are and whether they are sacrificing security for convenience. 

	Chapter 3 
	Chapter 3 
	The purpose of the experiment is to conclude the likelihood of end-users leaving employer or personal data at risk. Determining how vulnerable end-users are towards social engineering tactics, such as picking up and plugging in unknown USB flash drives into their devices, can help combat the threat towards data being corrupted or stolen. Eitel (2011) explains the Stuxnet worm was introduced to the Iran Nuclear facility through a USB flash drive. If end-users are susceptible to social engineering tactics, li
	The experiment demonstrates, in a non-intrusive, ethical, and moral way, the likelihood of end-users plugging unknown USB flash drives into their computers. The USB flash drives are to simulate a criminal’s intention of using the USB flash drive for unethical reasons. This can come in the form of a malware attack, ransomware, virus, or even to download a key logger without the user’s knowledge. The purpose of these attacks are to steal, corrupt, or hold information hostage for criminal gains in the form of 
	The experiment uses an autorun command file that, once clicked on, opens up a generic website associated with the USB flash drive. Once the file has been opened the website counts the number of people who have viewed the website tracking whether the flash drive was plugged into a computer or not. The autorun command cannot harm the computer in anyway and can simply be deleted making the flash drive brand new again. 

	2.0 Swivel Flash Drive 
	2.0 Swivel Flash Drive 
	The start of the flash drive experiment begins with purchasing 20 USB Flash Drives. The flash drives selected for the experiment are FEBNISCTE 2.0 USB swivel 128MB black flash drives, as shown in Figure 1: USB Flash Drives. All USB flash drives used for this experiment were of the same brand, color, and storage capacity. The flash drives come in packs of 10. Two 
	The start of the flash drive experiment begins with purchasing 20 USB Flash Drives. The flash drives selected for the experiment are FEBNISCTE 2.0 USB swivel 128MB black flash drives, as shown in Figure 1: USB Flash Drives. All USB flash drives used for this experiment were of the same brand, color, and storage capacity. The flash drives come in packs of 10. Two 
	packs of the flash drives were ordered for a total of 20 USB 2.0 Flash Drives. Flash drives are then removed from the package and numbered, 1-20 with sticky notes. 

	Figure
	Figure 1: USB Flash Drives 

	Email Setup 
	Email Setup 
	After each of the 20 flash drives are numbered, an email address needed to be created. The Gmail account is created to help keep track of each flash drive through its own website. The Gmail is needed to create 20 different accounts with WordPress, which creates a unique website. The websites are used to document if the flash drives were opened or not. 
	For the purposes of this experiment a Gmail account was created, Flash01Drive@gmail.com. 


	WordPress Setup 
	WordPress Setup 
	Using create a free website on WordPress. Using the plus sign and adding the next corresponding number to the base email address does this. For example, flash drive 2 has the corresponding different username and password on WordPress; however, it still allows for all the verification can be created and monitored for each specific flash drive. As shown in Table 1: WordPress and Gmail Account. 
	Flash01Drive@gmail.com as a base email address, 20 other emails are than used to 
	email address, Flash01Drive+1@gmail.com. This allows for the creation of a new website with a 
	emails to go through the base email, Flash01Drive@gmail.com. In return, 20 different websites 

	Table 1: 
	WordPress and Gmail Account 
	Flash Drive Number 
	Flash Drive Number 
	Flash Drive Number 
	Website 
	Email (@gmail.com) 

	1 
	1 
	Flash01Drive.wordpress.com 
	Flash01drive@ 

	2 
	2 
	Flash02drive.wordpress.com 
	Flash01drive+1@ 


	3 
	3 
	3 
	flashdrive03.wordpress.com 
	Flash01drive+5@ 

	4 
	4 
	04flashdrive.wordpress.com 
	Flash01drive+6@ 

	5 
	5 
	5flashdrive.wordpress.com 
	Flash01drive+7@ 

	6 
	6 
	006flashdrive.wordpress.com 
	Flash01drive+8@ 

	7 
	7 
	070flashdrive.wordpress.com 
	Flash01drive+9@ 

	8 
	8 
	8flashdrive.wordpress.com 
	Flash01drive+10@ 

	9 
	9 
	09flashdrive.wordpress.com 
	Flash01drive+11@ 

	10 
	10 
	10flashdrive.wordpress.com 
	Flash01drive+12@ 

	11 
	11 
	flashdrive11.wordpress.com 
	Flash01drive+13@ 

	12 
	12 
	12flashdrive.wordpress.com 
	Flash01drive+14@ 

	13 
	13 
	13flashdrive.wordpress.com 
	Flash01drive+15@ 

	14 
	14 
	14flashdrive.wordpress.com 
	Flash01drive+16@ 

	15 
	15 
	15flashdrive.wordpress.com 
	Flash01drive+18@ 

	16 
	16 
	16flashdrive.wordpress.com 
	Flash01drive+19@ 

	17 
	17 
	17flashdrive.wordpress.com 
	Flash01drive+20@ 

	18 
	18 
	18flashdrive.wordpress.com 
	Flash01drive+21@ 

	19 
	19 
	19flashdrive.wordpress.com 
	Flash01drive+22@ 

	20 
	20 
	20flashdrive.wordpress.com 
	Flash01drive+23@ 


	Once the 20 WordPress accounts are created, the creation of a generic website can be made. The idea of the website is to track if the website has been viewed or not. If the website has been viewed, then a conclusion can be drawn that someone opened the contents of the flash drive. If the website has not been viewed then the contents of the flash drive were not opened. Having 20 separate websites associated with a specific flash drive allows for this to happen. The WordPress website should be generic so atte
	Flash Drive Setup 
	Each flash drive consists of an autorun and batch file placed on the root of the flash drive. 
	The autorun file is then hidden on each flash drive with the batch file being the only displayed item. The batch file names either suggested the files were resumes or bank statements. The flash drives are divided in half. Half the flash drives were resumes (1-10) and the other half are bank statements (11-20). Each file would be named with a common name underscore resume, or bank statement, .bat. Example resume file would be, Jim_resume.bat. Example bank statement file would be, Shannon_bankstatement.bat. T
	The autorun file consists of a text document saved as Autorun.inf. The contents of the file are shown in Figure 2: Autorun.inf File. This document is then saved on the root of the USB flash drive and then hidden so users do not accidently click on it. 
	Figure
	Figure 2: Autorun.inf File 
	The batch file consists of a text document saved as, in this case, Robert_Resume.bat. This allows the autorun script to open the batch file when clicked upon. The contents of the batch file is shown in Figure 3: Robert_Resume.bat File. The corresponding website is changed for each flash drive. 
	Figure 3: Robert_Resume.bat File 
	These two files allow for the autorun script to open the corresponding website automatically when the user clicks on the batch file. If the user has Google Chrome or Mozilla Firefox installed on their computer, the script will open the corresponding website. 

	Flash Drive Locations 
	Flash Drive Locations 
	The locations for the flash drives to be dropped are in high trafficked parking lots. The idea behind high trafficked parking lots is to increase the possibility of an end-user picking up the flash drive and plugging the device into their computer. For this experiment, I selected local shopping centers and restaurants (Howell and Brighton, Michigan area). Shopping centers and restaurants have high traffic volumes making them perfect places to increase my chances of flash drives being picked up. The method u

	Flash Drive Drop 
	Flash Drive Drop 
	Flash drives are dropped in parking spaces close to the shopping center or restaurant. The idea of the drop is to make it look like the flash drive fell out of the car on accident. Each flash drive is dropped either on, or close to the parking lot yellow line. Pulling your vehicle into a parking spot closer to the establishment allows for a better chance for someone to see the USB flash drive. Once the spot has been picked, I inconspicuously opened the vehicle door and dropped a USB flash drive close to the

	Internet Security Survey Overview 
	Internet Security Survey Overview 
	The Internet security survey consists of anonymously surveying 18 to 24 year olds. The purpose of the survey is to gain an insight into the younger generations knowledge of cyber security. The survey is conducted in an open environment with the individuals simply agreeing or disagreeing with each question. The individuals will have the opportunity to agree or disagree with each question being asked. They will then be allowed to comment on the question to pull further insight into how security conscious they
	After each questions is asked documentation will take place. For example, question one found 24 out 27 individuals agreed with the response. The survey will be used as a tool to draw a comparison between the younger generation and the older generations cyber security consciousness. As Zadelhoff (2016) explained, employees are the biggest threat to an organization. Depending on the response of the students, an argument can be made whether or not future employees will be as big of a threat as they are now. 

	Conducting the Survey 
	Conducting the Survey 
	The survey will be conducted within a 5-10 minute time interval. The individuals will be asked a series of questions and their response will be to agree or disagree. A few questions will ask for the individuals to comment on. These responses will be recorded. See Figure 4: Survey. 
	Question 
	1. 
	1. 
	1. 
	What I do on my computer could affect other people? 

	2. 
	2. 
	I use the same password for everything? 

	3. 
	3. 
	Do you walk away from your computer while it is still logged in? 

	4. 
	4. 
	Do you open unknown links while on the Internet? 

	5. 
	5. 
	Do you share your username and password with anyone? 

	6. 
	6. 
	Do you change your passwords frequently? 

	7. 
	7. 
	Would you plug an unknown USB flash drive into your computer? 

	8. 
	8. 
	What do you do with an unknown USB flash drive? 

	9. 
	9. 
	How many people have a smartphone, tablet, laptop, iPod, or iPad? 

	10. 
	10. 
	How many people have a Xbox, PlayStation, or Nintendo? 

	11. 
	11. 
	Do you connect your device to public Wi-Fi? 

	12. 
	12. 
	Do you use Snapchat? 

	13. 
	13. 
	Do you share your location on Snapchat? 

	14. 
	14. 
	What applications do you use on your devices? 


	Figure 4: Survey 

	Valid Method 
	Valid Method 
	I believe this method is valid because it is a non-intrusive method. I want the experiment, along with the survey, to be done in the most morally and ethical way without bringing any harm to anyone’s devices. I feel having the USB flash drives being tracked through an autorun script that opens a generic website that I made accomplishes my goals. The end-users suffer no ramifications from opening the file except for the inconvenience of having to close the web browser. This method allows me to see if the web
	My method for conducting my survey  is also valid because it allows me to gather anonymous data from a younger generation. Many researchers have established that older 
	generations in the current work force are not as cyber security conscious, as they should be. Surveying a younger generation will give insight on educational methods that can be used to make them more aware. 

	Chapter 4 
	Chapter 4 
	Results 
	The results from the USB Flash Drive drop experiment is staggering. It was perceived that the experiment would yield results similar to what “United States: Find a Flash Drive” (2015) had concluded with 20 percent of Americans picking up an unknown USB flash drive and using it. My experiment, on a small scale level, yield results of 40 percent of the USB flash drives being picked up and used multiple times. The goal of the experiment was to conclude the likelihood of end-users putting information at risk by
	Table 2: 
	USB Flash Drive Locations, Time and Date 
	Flash Drive Number 
	Flash Drive Number 
	Flash Drive Number 
	Type of Parking Lot 
	Date/Time 

	1 
	1 
	Strip Mall 
	11-06  
	10:14am 

	2 
	2 
	Strip Mall 
	11-06  
	11:23am 

	3 
	3 
	Strip Mall 
	11-06  
	1:07pm 

	4 
	4 
	Shopping Center 
	11-06  
	1:02pm 

	5 
	5 
	Super Market 
	11-06  
	1:13pm 

	6 
	6 
	Restaurant 
	11-06  
	1:10pm 

	7 
	7 
	Super Market 
	11-06  
	1:17pm 

	8 
	8 
	Shopping Center 
	11-06  
	1:20pm 


	9 
	9 
	9 
	Gas Station 
	11-06  
	1:27pm 

	10 
	10 
	Restaurant 
	11-06  
	1:36pm 

	11 
	11 
	Shopping Center 
	11-06  
	1:39pm 

	12 
	12 
	Strip Mall 
	11-06  
	1:44pm 

	13 
	13 
	Super Market 
	11-06  
	1:50pm 

	14 
	14 
	Shopping Center 
	11-06  
	2:53pm 

	15 
	15 
	Hockey Rink 
	11-06  
	2:40pm 

	16 
	16 
	Shopping Center 
	11-06  
	3:06pm 

	17 
	17 
	Shopping Center 
	11-06  
	3:17pm 

	18 
	18 
	Strip Mall 
	11-06  
	2:58pm 

	19 
	19 
	Shopping Center 
	11-06  
	2:56pm 

	20 
	20 
	Restaurant 
	11-06  
	3:03pm 


	Each one of the 20 USB flash drives were dropped in the parking lot to simulate the drive falling out of a car by accident. The drives were dropped between mid morning and early afternoon with the idea that people would see the drives while visiting the parking lots after work. 

	Success Rate 
	Success Rate 
	The experiment showed that 2 out of 5 people are willing to plug an unknown USB flash drive into their computer. The data shows that out of the devices that where opened, 50 percent were opened more than once. 12 percent of the devices were opened four times whereas 38 percent of the devices opened, were only opened once. Table 3: USB Flash Drive Opened 
	Flash Drive Number Type of Parking Lot Opened Amount and Date 
	1 
	1 
	1 
	Strip Mall 
	Once 
	11-06 

	5 
	5 
	Shopping Center 
	Twice 
	11-16 

	6 
	6 
	Restaurant 
	Once 
	11-06 

	11 
	11 
	Shopping Center 
	Once 
	11-06 

	13 
	13 
	Super Market 
	Four 
	11-06 

	17 
	17 
	Shopping Center 
	Twice 
	11-06 

	18 
	18 
	Strip Mall 
	Twice 
	11-06 

	20 
	20 
	Restaurant 
	Once 
	11-16 


	The table above illustrates which locations had the greatest success rate. The USB flash drives dropped at shopping centers seemed to target a large audience. This allowed for multiple openings of the flash drive. The table also demonstrates when the device was viewed. Most of the devices viewed were viewed on the same day they were dropped; however, two of the devices were viewed 10 days later. Figure 5: USB Flash Drive Opened Dates, shows when on which day the devices were opened. 
	17-Nov. 15-Nov. 13-Nov. 11-Nov. 9-Nov. 7-Nov. 5-Nov. 3-Nov. 1-Nov. 
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	Figure 5: USB Flash Drive Opened Dates 

	Missing or Destroyed USB Flash Drives 
	Missing or Destroyed USB Flash Drives 
	The following day, November 7, 2017, USB flash drive drop locations were revisited to see if the drives had been picked up. Out of the 20 USB flash drives dropped only one USB flash drive had not been picked up. The USB flash drive was found in a gas station parking lot. The USB flash drive had been ran over by a vehicle. All the other USB flash drives were not found in the same location as they had been dropped in the previous day. A conclusion was drawn that individuals in the parking lots picked up the U
	Table 4: 
	Flash Drive Retrieval 
	Found USB Flash Drives 
	Found USB Flash Drives 
	Found USB Flash Drives 
	Not Found USB Flash Drives 
	Opened USB Flash Drives 

	1 
	1 
	19 
	8 

	Secondary Research 
	Secondary Research 


	The USB flash drive drop experiment showed a second portion of experimental research. Each USB flash drive had a file within the device to automatically launch a website to keep track of the device had been plugged into a computer or not. The first 10 USB flash drives files (1-10) contained file names such as Jim_Resume.bat. The other 10 USB flash drives (11-20) contained file names such as Shannon_bankstatement.bat. The idea was to see if the USB flash drives dropped in similar locations with different fil
	Table 5: 
	Resume.bat v. Bankstatment.bat 
	USB Flash Drive 
	USB Flash Drive 
	USB Flash Drive 
	File Name 
	Percentage Opened 

	1-10 
	1-10 
	Name_Resume.bat 
	38% 

	11-20 
	11-20 
	Name_Bankstatement.bat 
	62% 



	Multiple Openings 
	Multiple Openings 
	Having more of the Bankstatment.bat files opened on the USB flash drive drop experiment was not the only secondary data collected. Each bankstatement.bat file was opened more than once in 80 percent of the USB flash drives. When compared to the resume.bat files only 33 percent of the time were these files opened more than once. Two explanations can be given for the multiple openings. The first explanation would be that the individual who plugged the USB flash drive into his or her computer had both Google C

	Summary of USB Flash Drive Drop 
	Summary of USB Flash Drive Drop 
	The idea of the experiment was to demonstrate whether end-users keep information they have secured. Simulating a social engineering tactic to log whether or not files from the USB flash drive had been opened by a stranger. The results to the experiment show that the social engineering tactic would work and that if the USB flash drives had been filled with malicious code for malicious intent, 40 percent of people are likely to fall for the attack. 
	The experiment also proves the higher the individual’s curiosity, the more likely they were to click on the file. Since the experiment was successful, it is fair to say that USB flash drives loaded with malicious code that automatically download when connected to a computer, without the user’s knowledge, will leave the end-user exposed. This demonstrates that nearly half of the end-users in this experiment are susceptible to leaving information exposed and being a security risk. 

	Anonymous Survey 
	Anonymous Survey 
	The second part of my experiment deals with an anonymous survey of 18 to 24 year olds. The 18-24 year olds were survived anonymously and were asked general questions about their cyber security habits. Each response by the 18-24 year olds gave an additional insight into end-user security moving forward. 
	Each question was broken down for simple understanding. The survey indicates that the 18 to 24 years olds who were surveyed interact with technology daily. With this interaction, I wanted to see how security conscious they were. Figure 6: Computer Decisions, shows that over 80 percent of the 18-24 year olds surveyed believed their actions online have consequences. 
	Figure

	Affects of my Computer on Others 
	Affects of my Computer on Others 
	Yes.. No 
	Figure 6: Computer Decisions 
	Security 
	Security 
	The 18-24 year olds surveyed did not think changing their passwords was relevant unless asked to do so. In fact, 77 percent of the 18-24 year olds surveyed used the same password for multiple accounts. The 18-24 year olds surveyed, explained that their passwords would be different only if the password asked for a variety of characteristics. In addition, the 18-24 year olds surveyed, believed sharing username and password credentials was sometimes a good idea depending on the situation. 58 percent shared log
	Furthermore, the 18-24 year olds surveyed saw no harm in getting up and walking away from their computer while it was still logged in. Not a single 18-24-year-old who was surveyed thought leaving their computer unattended was a bad idea. Many of the 18-24 year olds surveyed explained that the computers are never left in public places unattended and that as long as they were with a friend it would be safe. The thought process was if a trusted person was near their computer nothing could go wrong. 
	The 18-24 year olds surveyed also had a unique approach towards opening unknown links. Every 18-24 year olds surveyed agreed they have at one point in time opened unknown links. Some of the 18-24 year olds surveyed argued that all links are unknown and that they cannot be known unless they are opened. Others said they click on pop-ups if they look like games or advertisements for deals on Amazon. The 18-24 year olds surveyed agreed that at some point in their life they had clicked on an unknown link that in
	The 18-24 year olds surveyed all agreed they use open Wi-Fi networks. This was another case where all the18-24 year olds surveyed agreed they have connected to free Wi-Fi before. Some argued they had connected to Xfinity Wi-Fi, which they pay for in their own Internet package. None of the 18-24 year olds surveyed saw the harm in using the free Internet. They believed the free Wi-Fi was for anyone to use and did not see any consequence in using public Wi-Fi. 
	Upon further questioning, more than half the 18-24 year olds surveyed agreed they had looked at personal information on their devices connected to public Wi-Fi. This information included things like bank statements, purchasing items on Amazon, or even logging into financial aid information. 

	18-24 Year Olds and USB Flash Drives 
	18-24 Year Olds and USB Flash Drives 
	When it came to finding USB flash drives, the 18-24 year olds surveyed had a unique approach. At first, when asked what they would do with finding a USB flash drive that was not theirs, many of the 18-24 year olds surveyed hesitated. After thinking about it, many of the 18-24 year olds surveyed agreed they would leave the USB flash drive alone. The follow up question, 
	When it came to finding USB flash drives, the 18-24 year olds surveyed had a unique approach. At first, when asked what they would do with finding a USB flash drive that was not theirs, many of the 18-24 year olds surveyed hesitated. After thinking about it, many of the 18-24 year olds surveyed agreed they would leave the USB flash drive alone. The follow up question, 
	was figuring out what the 18-24 year olds surveyed would do if they found a USB flash drive and did not leave it alone. 83 percent of the 18-24 year olds surveyed agreed they would plug the device into a computer to see if someone had a document with their name on it within the device. If they did they might be able to give it back to the correct owner. If it did not, then they would more than likely keep it for themselves. 


	Snapchat 
	Snapchat 
	Each 18-24 year olds surveyed owns or has access to some type of Internet accessible device. Figure 7: Student Devices, shows the number of students with Internet accessed devices. These devices are categorized by how many 18-24 year olds surveyed own the device. Each of the 18-24 year olds surveyed have at least one of the devices. Many have multiple. 
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	Figure 7: 18-24 Year Old Devices 
	Snapchat is a popular app amongst the 18-24 year old population. All 18-24 year olds surveyed had the application installed on some type of device mentioned above, minus the Xbox, PlayStation, and Nintendo. Each student had agreed they use the application Snapchat to 
	Snapchat is a popular app amongst the 18-24 year old population. All 18-24 year olds surveyed had the application installed on some type of device mentioned above, minus the Xbox, PlayStation, and Nintendo. Each student had agreed they use the application Snapchat to 
	communicate with their friends, and in some case family. When asked if the application was sharing their locations, the 18-24 year olds all agreed the application was. 18-24 year olds surveyed agreed without the application sharing their location, certain filters would not be able to be present. 


	Xbox-PlayStation Live 
	Xbox-PlayStation Live 
	Figure 7: 18-24-Year-Old Devices, shows a small percentage of 18-24 year olds had gaming consoles. Of the 18-24 year olds who had these gaming consoles, 93 percent had access to play with strangers via the Internet. This allows for the 18-24 year olds to play with their friends along with strangers. 

	Applications Used 
	Applications Used 
	Applications can range from a variety of things: cooking, fashion, war, or even flow charts. Depending on age, applications have a target audience. For 18-24 year olds, applications mainly involve connecting with people. Some of the applications involve games. The most downloaded application by 18-24 year olds was Snapchat, followed by communication applications: Facebook, Twitter, Instagram, Whatsapp, Tinder, and LinkedIn. Some of the 18-24 year olds applications included gaming: Clash of Clans, Xbox, and 

	Survey Summary 
	Survey Summary 
	The idea of the anonymous survey was to gain an understanding of the younger generations view on cyber security. The purpose was to see if the younger generation was a more secure end-user then the prior generations. Unfortunately, it seems that the younger generation is 
	The idea of the anonymous survey was to gain an understanding of the younger generations view on cyber security. The purpose was to see if the younger generation was a more secure end-user then the prior generations. Unfortunately, it seems that the younger generation is 
	just as vulnerable as the older generations. 

	The conclusion can be made that cyber security is not getting any better. All the 18-24 year olds surveyed saw no harm in violating basic cyber security protocols, such as leaving a computer logged in and unattended. The survey helps support that at any age, end-users are a serious threat towards information security. 

	Chapter 5 
	Chapter 5 
	Summary of Findings: USB 
	My findings from my USB flash drive drop experiment showed that 2 out of 5 people are vulnerable to a social engineering attack using USB flash drives. This information concludes that end-users are susceptible to falling victim to social engineering tactics that leave their information vulnerable. 
	Furthermore, the USB flash drive experiment showed that files containing the words, bank statement, were more likely to be opened then files containing the word, resume. This information concludes that end-users with a peaked interest can fall victim to becoming vulnerable towards exposing their information. 
	If end-users are willing to plug an unknown USB flash drive into their computer, that was found at a super market, then end-users are more than likely to do the same if the unknown USB flash drive was found in their work parking lot. This demonstrates how end-users can leave a company exposed to an attack. The USB flash drive experiment was a non-intrusive experiment. The end-user had to pick up the unknown USB flash drive, plug the USB flash drive into his or her computer, open the contents of the USB flas
	If end-users are willing to plug an unknown USB flash drive into their computer, that was found at a super market, then end-users are more than likely to do the same if the unknown USB flash drive was found in their work parking lot. This demonstrates how end-users can leave a company exposed to an attack. The USB flash drive experiment was a non-intrusive experiment. The end-user had to pick up the unknown USB flash drive, plug the USB flash drive into his or her computer, open the contents of the USB flas
	open a website and do nothing more. The website could be closed and the contents of the USB flash drive could be deleted. The experiment validates, if an end-user is willing to go through all those steps to see what contents are on the USB flash drive, then the same end-user is willing to plug an unknown USB flash drive into his or her computer that downloads malicious code without the knowledge of the end-user. The end-user would then be the cause of the new threat to either the company’s information or th

	The USB flash drive drop experiment also demonstrates how the social engineering tactic can play towards a long con. For example, while conducting the experiment 75 percent of the people who plugged the own unknown USB flash drive into their computer did so the same day the USB flash drives were dropped. This leaves 25 percent being opened several days later. This data indicates that the individual picked up the USB flash drive and took it home and forgot about it. More than likely the USB flash drive devic

	Summary of Findings: Survey 
	Summary of Findings: Survey 
	My findings for the survey portion include the younger generation is not anymore secure then the older generation. While conducting the survey on 18-24 year olds, I found that simple cyber security rules were being violated. For example, all the 18-24 year olds had agreed they have used public Wi-Fi to check personal information. This personal information can stem from financial aid to bank statements to purchasing items on websites. Regardless, all 18 to 24 year olds agreed they had done it at some point i
	I also found that 77 percent of the 18-24 year olds who were surveyed used the same password for multiple accounts. The only time these individuals would change their passwords was if they were asked to do so, otherwise the password stayed the same. Included in that percentage is the amount of people who used the same password for multiple accounts. The logic behind the same password was it was easy to remember. The downfall to this logic is that this leaves the user vulnerable to getting every account they
	In addition to using the same password on multiple accounts, 58 percent of the 18-24 year olds surveyed admitted to sharing username and password information with multiple people. The argument was sharing the login credentials with others allows for only one subscription of something to be bought. For example, many of the 18-24 year olds shared Netflix or Hulu accounts with their friends. The downfall to sharing accounts with others is it leaves the primary account holder’s information available to anyone w
	Out of all the 18-24 year olds who were surveyed, 83 percent agreed they would plug an unknown USB flash drive into their computers. Many did not see how the USB flash drive could harm them in anyway and figured the USB flash drive was now theirs. Not a single person surveyed thought about the negative consequences the USB flash drive could have on their computer. When it came to USB flash drive security, the consensus was that USB flash drives can only hold information and if there were information on the 
	When it came to using applications, the 18-24 year olds surveyed all agreed they use applications like Snapchat with location sharing capability. None of the surveyed population saw any harm in sharing locations with friends. In fact, many believed the location sharing capability was a positive rather than a negative because it allowed for family members and friends to be tracked. 
	The USB flash drive experiment and 18-24-year-old survey both show the lack of end-user security. A conclusion can be made that end-users will always sacrifice security for convenience. In terms of the USB flash drive drop experiment; individuals who picked up the drives were doing so for either the purpose of a free USB flash drive or in terms to find its owner. Regardless of their decision, the individuals who picked up and plugged the USB flash drives into their computers threw security out the window. 
	In terms of the 18-24 year olds who were surveyed, all of them were sacrificing security for convenience in some way. Somewhere sharing login information to share accounts, others were sharing locations, and many were using similar passwords, which never changed, for multiple accounts. Either way, the study shows in terms of security, end-users are more likely to 
	In terms of the 18-24 year olds who were surveyed, all of them were sacrificing security for convenience in some way. Somewhere sharing login information to share accounts, others were sharing locations, and many were using similar passwords, which never changed, for multiple accounts. Either way, the study shows in terms of security, end-users are more likely to 
	give up security to keep things simple. 


	Further Study 
	Further Study 
	The USB Flash drive drop experiment was done in a high trafficked public setting. The idea was to see how vulnerable end-users are with personal information. If an end-user was to pick up the USB flash drive and plug it into their computer and open the corresponding documents than the conclusion can be drawn they would be susceptible to the same tactic with a USB flash drive holding malicious data. An additional study would be to get permission from a corporation or large business and do the same experiment
	It would also be interesting to conduct the experiment in different countries. Similar studies have been conducted in America, but I did not run across any studies in other countries. It would be interesting to find out if end-users in other countries are as relaxed on security as end-users are in America. 
	In addition, further study of the survey could also be geared towards older and younger people. It would be interesting to see whether older or younger end-users also trade security for convenience. 
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	Appendix 
	Appendix 
	18-24 Year Old Survey 
	Question 
	1. 
	1. 
	1. 
	What I do on my computer could affect other people? a. Yes: 25 b. No: 6 

	2. 
	2. 
	I use the same password for everything? a. Yes: 24 b. No: 7 

	3. 
	3. 
	Do you walk away from your computer while it is still logged in? a. Yes: 31 b. No: 0 

	4. 
	4. 
	Do you open unknown links while on the Internet? a. Yes: 31 b. No: 0 

	5. 
	5. 
	Do you share your username and password with anyone? a. Yes: 18 b. No: 13 

	6. 
	6. 
	Do you change your passwords frequently? a. Yes: 3 b. No: 28 

	7. 
	7. 
	7. 
	Would you plug an unknown USB flash drive into your computer? 

	a. Yes: 26 b. No: 5 

	8. 
	8. 
	How many people have a smartphone, tablet, laptop, iPod, or iPad? a. Smartphone: 31 b. Tablet: 15 c. Laptop: 31 d. iPod: 28 e. iPad: 22 

	9. 
	9. 
	How many people have a Xbox, PlayStation, or Nintendo? a. Xbox: 18 b. PlayStation: 9 c. Nintendo: 2 

	10. 
	10. 
	Do you connect your device to public Wi-Fi? a. Yes: 31 b. No: 0 

	11. 
	11. 
	Do you use Snapchat? a. Yes: 31 b. No: 0 

	12. 
	12. 
	Do you share your location on Snapchat? a. Yes: 31 b. No: 0 

	13. 
	13. 
	What applications do you use on your devices? 


	a. Entertainment: Netflix, Hulu, YouTube, Google Home, Clash of Clans, Clash 
	a. Entertainment: Netflix, Hulu, YouTube, Google Home, Clash of Clans, Clash 
	Royale, Pintrest, Twitch, and SteamTV 

	b. 
	b. 
	b. 
	Social: Snapchat, Twitter, Facebook, Instgram, WhatsApp, Tinder, LinkedIn, Slack, and Uber, 

	c. 
	c. 
	Music: Spotify and Pandora 






